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Summary

In this Document you will be given an overview how to integrate dox42 into your Microsoft SharePoint
lists and libraries. This works with all SharePoint versions since 2010 and SharePoint Online.
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How to connect dox42 to SharePoint
Start Word/Excel/PowerPoint, activate the dox42-Ribbon and select ,Data Map”.
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Option 1: Login with a defined User

1. Name your SharePoint Data Source

2. Insert your SharePoint site URL or use a config file:
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3. Insert Username and Password or better use a prepared “Cryptro Data Source” to protect your
credentials.

4. Click “Connect” and choose your SharePoint list which you want to connect:

Data Sources
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Parameter Data Source Source Data Source Data Source Data Source Source
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Usemame: lﬁwon{lg_cledenhals SP_Usemame®%> | | | Finer: | |
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Option 2: Login with Azure Active Directory

1. Name your SharePoint Data Source
2. Insert your SharePoint site URL or use a config file

3. Click on “Office 365 Azure Active Directory”
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How to call dox42 using a button in the list/library ribbon

_— |
Q@\@ hitp/demos dowt2.com 500 9 ~ O || B Employees - Thumbnais x| | Ak
5 @ demo3 (B dox42 Demoserver £ dox42 Gewinnspiel [ CRM [ doxd2 Login (B> neue dox42 HP 3 ~ Seitev Sicherheitv Extrasv [0

RS218089%\johannes~ £ 2

BROWSE CUSTOM COMMANDS FILE UBRARY Q SHARE :EE
B
New Upload New Edit Create PDF Employee list using JfView Edit Share Download a Workfiows Publish
Document . Document Folder Document dox42 operties Properties
New Open & Check Out Jflage Share & Track Copies Workflows
Home ® new document or drag files here
SalesOrders Thumbnails ~ All Pictures ~ Slides
OrderConfirmations
O Name Picture Size File Size Modified ImgType ERNAM Achievement EMail

dox42
dox42Templates

Ads
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Signatures ey 3 = /
EmployeeContracts A i E
Alana Heinza Alfred Bollinger Bernhard Berater Celina Bentley

Documents

Employees

Recent

Site Contents

# EDIT LINKS

We have created a document locally that generates a list of all employees based on data from a
Microsoft SharePoint list. Our goal is to generate this document directly from SharePoint using a button
in the SharePoint list/library ribbon following these steps:

1. Upload your document template and datamap to a SharePoint document library (e.g.
dox42Templates). Alternatively you can also put the document template and data map directly
on your dox42 Server in the file system.

2. Create the REST link for the dox42 Return Action. Please make sure that you have installed the
dox42 Server properly and that the dox42 Server is allowed to read data from SharePoint. To
create the REST link please see the dox42 Server Documentation. (Hint: You can also create the
REST link using the dox42 Server Client and clicking the “REST URL” Button in the bottom right
corner.)
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dox42Service Ur
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Generate Document
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Fomat PDF

SpecialFormat

L ¢

REST URL

Server Documentation

~| [POF
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3. Open the list/library for which you want to create the button in SharePoint Designer.

4. The dox42 REST Call will be integrated using “Custom Actions”. In the “List Settings” ribbon click
on “Custom Action” > “View Ribbon”. The “Create Custom Action” dialog will open up.

H®ce @Rk - hittps//demo3.dowd2.com:8800 - SharePaint Designer 7 - o x
LIST SETTIN
;X -
| =i D ) E @
@ E ¢ 1L B o Qo Su
List  List  List Edit  Delete Rename  Edit Document Design Forms  Preview in Administration Saveas  Workflow
View Form Workfld olumns Template  ininfoPath~  Browser~ WebPage Template Associations
Mew Edit Actions Manage
Navigation < [ Employees 5] x
Site Objects a ()" - (% doxd2 Demo Playground b Lists and Libraries » Emplayees b &0
{2} dox42 Demo Playground . . ~
Use this page to view and manage settings for this list.
[T Lists and Libraries
& Workflows
Site Pages . § -
] o List Information ~ Views [@New.. =
[2 site Assets
Content Tyses Key information about this list. Views display st data in prescrined orders and selectons.
Site Calumns Mame: Employees Name v Type v Default M
External Content Types Description: <click to enter text> [ All Pictures HTML
§ Date Sources [ slides HIML
‘Web Address: JEmployee/Forms/Thumbnails.aspx 0@ Thumbnails HTML Yes
2% Site Groups List 1D: {19A45F73-9227-4372-BCD2-3AEBIASEC...
5 subsites Last Madified: 14.08.2015 16:24
Items: 4
Lists and Libraries a
Lists - -
Customization A
[ EmeloyesContracts ...
T salesOrders Links ta list customization tools.
[ Test_lohannes1 B Edit list columns Forms Elnew.. »
[0 workflow Tasks 8 Permissions for this list
Forms are used to display and edit data contained within this list.
Document Libraries s
ads settnge File Name v Type + Default
[3Documents _ Display Yes
5 dord2Templates General settings for this list. £ . Edit Yes
Employees General Settings Elupioad.aspx Hew tes
[ OrderConfirmations Display this list on the Quick Launch < >
v

5.

C e e

In the “Create Custom Action” dialog you can add a name and a description. In “Select the type

of action” select “Navigate to URL” and use the dox42 REST Link. You can also add a button
image URL in the “Advanced custom action options”.
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Create Custom Action ?

~

Mame:

Create PDF Employee list using dox42

Description:

Based on the list data the document will be generated using dowxd2.

Select the type of action

Custom Actions can be used to run a worlkflow, show an existing form, or navigate to
another Web page.

() Mavigate to form:
/Employee/Forms/DispForm.aspx?|D={Selectedlternld}

() Initiate workflow:

(@ Mavigate to URL:

http:/fyourserver.com:4242/doxd2RestService.ashx? O peration= General Browse

Advanced custom action options v

6. The Button will now show up in the SharePoint “Files” ribbon.

Security Advice

The best way to secure dox42 calls in SharePoint Online is to use dox42 Azure Active directory
integration.

Please note that without configuring AAD integration the SharePoint user login, authentication and
permissions are not used for the dox42 call as this REST call is simply a URL. If someone knows your
dox42 Server URL, templates and input parameters, and has got permission to call the dox42 Server
he/she will be able to call this or a modified URL using any browser independently from SharePoint. So if
your SharePoint list contains sensitive data, be careful!

A simple way to get more security is to add an additional input parameter to your data map to send
some kind of pass phrase. Check the pass phrase in your dox42 data map using a dynamic field and
throw an exception if not correct. You can even make the pass phrase dynamic using some javascript in
the dox42 REST link. This method is obviously not bulletproof but easy to realize and offers a reasonable
level of protection.
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How to call dox42 in the list/library context menu

BROWSE ITEMS LIST

-

dox42 Demo Playground Suche # EDIT LINKS

EmployeeContracts

Home (® new item or edit this list
SalesOrders All ltems  sse
OrderConfirmations
v Title EMail Phone Position SpecialAgreement
dox42
Michaela Mitarbeiter —— - : 123456 ¢ Developer Your mobile may not be used 1
'
dox42Templates I 1 Save PDF/A to SharePoint |
Ads ”
Bodo Botschafter @Contmct — dox42>456 @ Sales Manager
Employees
Signatures Create contract with dox42 and send
9 Max Manager « via DocuSign 1999 888 ¢ Sales Manager  All travel fees in following area
EmployeeContracts
Preview with Secret Check + Europe
Documents « Africa
Recent View Item
HeaderDemo Edit ltem

In this sample we are going to generate a PDF SharePoint list item using a dynamic REST Link based on
our selected list or library item. We are only going to use the dox42 ReturnAction.

1. Create the REST Link for the dox42 Return Action. Please make sure that you have installed the
dox42 Server properly and that the dox42 Server is allowed to read data from SharePoint. To
create the REST Link please see the dox42 Server Documentation. (Hint: You can also create the
REST Link using the dox42 Server Client and clicking the “REST URL” Button in the bottom right

corner.)
P doxd2 Server TestClient X
Test Config

dox42Service Ud: |hﬂps://YourSewer.com:4242/'doo(425er\rices.asrnx | ‘ Load Config |

DocTemplate/DataMap |hﬂps://YourSewer.com:4242/d0x42Templatesf’ErnployeeConhad.dmx | l:l ‘ Save Config |

[ ServiceHeader Usemame: | |
Password: | |

Cperation: Generate Document

InputParamName Value

EmployeelD

MNumber Action Parameter

ParamValus

Format

FDF

Call Service

REST UAL | )
_

Server Documentation

| [ | [ Open Retumed Fie
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2. Based on the static REST link in our sample we are going to make it dynamic for the context
menu link. The static link is:

https://yourserver.com:4242/dox42services.asmx?Operation=GenerateDocument&DocTemplate=https%3a%2f%2fY
ourServer.com%3a4242%2fdox42Templates%2fEmployeeContract.docx&InputParam.EmployeelD=1&ReturnAction.
Format=PDF

The input parameter “EmployeelD” needs to be dynamic based on the list item. We are going to use the
function {Iltemld}, which gets the ID of the list item:

Overall the REST Link will look as follows:

https://yourserver.com:4242/dox42services.asmx?Operation=GenerateDocument&DocTemplate=https%3a%2%2fY
ourServer.com%3a4242%2fdox42Templates%2fEmployeeContract.docx&InputParam.EmployeelD={Itemid}&Return
Action.Format=PDF

BTW: {ltemlId} is case sensitive, be sure to use the correct casing.
3. Open the list/library in SharePoint Designer.

4. The next step is to integrate the dynamic link into the SharePoint context menu. The dox42 REST
Call will be integrated using “Custom Actions”. In the “List Settings” ribbon click on “Custom
Action” > “List Item Menu”. The “Create Custom Action” dialog will open up.

<] - s http://demo3 dox42.com:8800 - SharePoint Designer ? - 0O X
LIST SETTIN
&2 hod &
@ a ¥ §
List  List  List Edit  Delete Rename  Edit Document Design Forms  Preview in Administration Saveas  Workflow
View Form Workflog olumns Template  inInfoPath - Browser~ WebPage Template Associations
Mew Edit Actions Manage ~
Navigation < & Employees {5 %
Site Objects A (4) + + {5 doxd2 Demo Playground b Listsand Libraries » Employees » (<]
{2} dox42 Demo Playground . . -~
Use this page to view and manage settings for this list.
[T Lists and Libraries
& Workflows
Site Pages
&) o List Information A Views [Dnew.. »
[2 site Assets
Content Types Key information about this list. Views display st data in prescrined orders and selectons.
| site Columns MName: Employees Name ~ Type v Default v
[E| External Content Types Description: <click to enter text> @ Al Pictures HTML
= Data Sources [ slides HIML
[} Web Address: JEmployee/Forms/Thumbnails.aspx [ Thumbnails HTML Ves
2% Site Groups List 1D: {19A45F73-9227-4372-BCD2-3AEBIASEC...
2, subsites Last Modified: 14.08.2015 16:24
Items: 4
Lists and Libraries ~
Lists -
| a
[ EmeloyesContracts ... Customizztion
[TT] salesOrders Links to list customization tools.
[ Test Johannest | Edit list columns Forms [Elwew.. »
[ workflow Tasks | Permissions for this list
Forms are used to display and edit data contained within this list.
Document Libraries °
File Name v Type + Default
GAds Settings * B
B Documents : EZ DispForm.aspx Display Yes
5 doxd2Templates General settings far this list, [ editForm.aspx Edit Yes
[Employees General Settings [uproadaspc Hew Yes
[ OrderConfirmations Display this list an the Quick Launch < >
v

e e
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5. Inthe “Create Custom Action” dialog you can add a name and a description. In “Select the type
of action” select “Navigate to URL” and paste the dynamic dox42 REST link that we have created

earlier.

Benutzerdefinierte Aktion erstellen ? b4

Namen und Beschreibung fiir die neue benutzerdefinierte Aktion eingeben
Name:

Preview Contract with doxd2

Beschreibung:

Preview Contract with deoxd2

Aktionstyp auswahlen

Mithilfe benutzerdefinierter Aktionen kdnnen Werkflows ausgefdhrt und verhandene
Farmulare angezeigt sowie zu anderen Wehbseiten navigiert werden,

() Zu Formular navigieren:
/Lists/EmployeeContracts/DispForm.aspx?|D={lternld}
() Workflow initiieren:

(®) Zu URL navigieren:
https:/YourServer.com:4242/doxd2RestService.ashx?Operation=Ger. | Durchsuchen

W

Abbrechen

6. The context menu will now have the option to “Preview Contract with dox42”.

How to call dox42 from a SharePoint Workflow

You can call the dox42 WebService from a SharePoint Workflow.

Please be sure to use SharePoint 2013 Workflow Platform as you need the “call HTTP WebService
Action” which is not available in earlier versions.

1. Create a Workflow Variable e.g. “dox42Request”

2. Store the dox42 REST link to this Workflow Variable. You can use the String Builder to create
dynamic parts of the link e.g. input parameters.

3. Create a “call HTTP WebService Action” and use the Workflow Variable “dox42Request” as
WebService URL

Security Advice

To use a SharePoint Workflow with SharePoint on premises to call dox42 allows for a very simple but
effective security configuration. You can restrict the access to the dox42 WebService to the IP of your
SharePoint Server. That way your dox42 Server can only be called from your SharePoint Server, thus the
SharePoint user permissions are enforced.
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Support

If you have any questions, please do not hesitate to contact support@dox42.com. We are happy to help
you!
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