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1. What is dox42 D365 CE|Dynamics CRM?

The dox42 D365 CE|CRM data source enables you to use Dynamics CRM data for document automation.
Additionally, other data sources (e.g. SharePoint, XML/JSON, SQL, Webservices, Excel, etc...) can be
integrated into one document at the same time.

dox42 D365 CE|CRM is an additional module for dox42. dox42 D365 CE|CRM contains a dox42 Custom
Data Source, a dox42 Custom Output Action for MS Dynamics CRM/MS Dynamics 365 for Customer
Engagement (D365 CE) and a dox42 solution for easy integration with your MS Dynamics CRM/CE
interface.

2. Installation of the dox42 Office Add-Ins

Save the dox42 D365 CE|CRM files to a fixed directory on the computer, on which you want to use
dox42. To do that, just unzip the file dox42DynamicsCRM_V*.zip.

Start Word/Excel, activate the dox42-Ribbon and select ,,Data Map”.

Home Insert Design Layout References Mailings Review

-y o s >

P o= B ) W2 A

Generate = Data Insert Automate Dynamic Reload Tutorials dox42.com Activate
Map DataField Range Column Text Blocks

Data Automate Connect

In the Data Map Designer select ,,Data Map*“. Open the File-Menu and select ,,Custom Datasources”.

Data Map Designer
|

[ " S @ 06 T [gb

ePoint XML/JSON Word Crypto D365F0 D365FQ SAP Data Alpin
QOpen.. Entity Report Source  d.velop DMS

Insert
H Save
B Save As..

a Save Data Map to SharePoint

M Custom Datasources
’

m Close
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In the dialogue ,,Register Custom Datasources”, you can import the Import Configuration
(dox42DynamicsCRMmport.config).

Friendly Neme  Cliert Assembly Path Server Assembly Fath
CRM Data Source | C:\dax42DynamicsCRM_VID0T\CRMCorfigDialeg.dil | C:\dax42DynamicsCR CRMDataEngine di CRMDataEngine CRMDataSourceParser  daxd2 C:\dox42DynamicsCRM,
*

Vl.png

ParserStrategy Classname Creator Ican

| oK | % cancel

Now, the dox42 D365 CE|CRM Data Source is ready for use as any other dox42 data source.
M o sources
x

e I ?
P LEHQ S o

Input Database Excel WebService SharePoint XML/JSON Word Crypto D365 CE | Dynamics
Parameter CRM | Dataverse

Insert

Now you need to activate your license key. To do that, simply select your D365 CE|CRM Data Source,
open the configuration dialogue and move to the register “License”. Insert your license key here and
click “Activate”.

| Read from CRM | Connection |{ lisense :

Key: |af939525—92d14413—b11e-36becb1ﬂ?665

Bind Key to: Computer

License Info: Licensetype: unlimted

In case you get the error: Microsoft.ldentityModel could not be found, please make sure that Windows
Identity Foundation is installed on your machine.

You can activate Windows Identity Foundation via the Control Panel > Turn Windows Features on or off >
Tick the box at “Windows Identity Foundation 3.5”.

Also you need .NET Framework 4.5.2 or higher installed.

www.dox42.com 5
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3. Installation of dox42 D365 CE|CRM for dox42 Server (on Premise)

In order to use dox42 D365 CE|CRM on the dox42 Server, please copy the following assemblies to the /Bin
directory of your Server:

CRMDataEngine.dll
CRMLicence.dll
CRMOutputAction.dll
Microsoft.Crm.Sdk.Proxy.dll
Microsoft.Xrm.Sdk.dll
Microsoft.ldentity.Client.dll

LA S W S SRS

You need .NET Framework 4.5.2 or higher installed on the server.

Now dox42 D365 CE|CRM Data Source has to be registered in the web.config of your server.

<customDataSources>
<add key="CRMDataEngine.CRMDataSourceParser"
value="CRM Data Source;c:\dox42Server\bin\CRMDataEngine.dll;"/>
</customDataSources>

<customOutputActions>
<add key="CRMOutputAction.CRMOutputAction"
value="CRMOutputAction; c:\dox42Server\bin\CRMOutputAction.dll;" />
</customOutputActions>

Furthermore, please insert the license key in the web.config:
<appSettings>
<add key="LicenseFilePath" value="c:\dox42Server\License" />

<add key="LicenseKey" value="..."/>
<add key="dox42CRMLicenseKey" value="..."/>

</appSettings>

Also have a look at the dox42 Server Documentation: http://www.dox42.com/Modules/dox42-Server.

www.dox42.com 6
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4. Data integration with dox42 D365 CE|CRM

4.1. Connection to MS Dynamics CRM or D365 CE

In the data map designer of your add-in, configure the connection to CRM in the register “Connection”.
You can define data fields of any other data source for every value. This way, you could keep the
configuration for example in an Excel or XML file. Of course, you can simply enter the values as well. Your
username and password can be encrypted with the dox42 Crypto Data Source.

Read from CRM Connection License
CRMURL hilps:fiyourdynamics crmd dynamics. com
Authentication Usemame/Password =

Dynamics 385 Azure Acfive Direclory

AzureAD App Registration with Client Secret/Certificate

AzureAD App ID Import certificate Remove cedificate dox42 Data Fields X
AzureAD Tenant ID Filler:
Client Secret 2 WhichQuote
@ Connection
CRM_Connection
Usermame/Password (depncated for Dynamics 365) = Username
lPessvod |
u <%CRM_Connection. Usemame>
semame - = - B SalesQuote_Input
Password l:l B SalesQuote
b SalesQuote_Produdts_Orderinfor...
. Gancel
Optional Settings

Impersonate User (GUID)

Proxy

Connect

[ d Test v oK x Cancel

If you connect to MS CRM online (MS Dynamics 365 for Customer Engagement), then your CRM URL
would look similar to: https://<Yourcompany>.crm4.dynamics.com

You can also connect to MS CRM 2011, 2013, 2015, 2016 on-premises.
The dox42 D365 CE|CRM Data Source will call the XRMService.

Use “Impersonate User (GUID)” together with a Service-User Username/Password to impersonate a
specific user. For impersonation with the currently logged in user, use the input Parameter UserlID.

You may also specify Proxy settings, these are used from the dox42 Add-In only, and ignored on the
dox42 Server.

www.dox42.com 7
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4.2. Connection to your D365 CE | CRM with Azure AD App User with Client
Secret/Certificate

Microsoft has deprecated the WS-Trust authentication type security protocol and hence
connecting via Username and Password may not be possible for D365 CE tenants going forward.

In this case we either recommend you to connect via Azure Active Directory Impersonation, or with an
Azure AD Application user with Client Secret and/or Certificate. The later authentication method is
needed for certain scenarios, for example when using dox42 with Microsoft Power Automate Flows. For
more information on this set-up, please see chapter 7.

4.3. Connection to D365 CE | CRM with Azure Active Directory Impersonation

Instead of connecting to your D365 CE or Dynamics CRM instance with your username and password, or

with an AAD application user, you can connect with Azure Active Directory Impersonation (see a detailed
instruction on how to set up your AAD configuration in chapter 6). This is the authentication method we
recommend for most dox42 Online or Azure Active Directory use cases.

4.4. Read Data from MS Dynamics CRM or Dynamics 365 for Customer Engagement

Read from CRM Connection License

Name Organizations

Connect

Entity > account Refresh Fields and Labels Fetch XML

Data Fields

Field List Filter: contains clear [ Show Selected Only dox42 Datenfelder X
Read Field? Field Label Filter Filter Value Filter Data Field Field Typ| Filter: ‘ ‘
accountcategorycode | o 1D
accountcategorycodena v g SalesQuote_Input
accountclassificationcode 4 P SalesQuote 3
accountclassificationcod .. - i
» accountid = == Description L

HOROROOOooOoROoOoo0o

accountnumber
accountratingcode
accountratingcodename
address1_addressid
address1_addresstypec. .
address1_addresstypec. .
address1_city
address1_composite
address1_country
address1_county
address1 fax

R S B BT ES K K R K KA BT K BT S

~

| N I [N N NN (N N N A N S |

== DiscountAmount

== DiscountPercentage

== EffectiveFrom
== EffectiveTo

== FreightAmount
== Name

== new_dox42GenerateAs

| 7< Abbrechen

D Date/Time Fields in Local Time (instead of UTC)

> Test

D Use Labels (dox42 3.6 or higher required)

OK X

Cancel

Press “Connect” to read the list of available entities from your CRM. Select the desired entity in the
dropdown “Entity” and tick the desired fields in the list.

To set a filter just enter a value or choose a data field and choose the desired filter.

Dynamics CRM stores data/time fields in UTC. To transform all date/time fields to local time check
“Date/Time Fields in Local Time (instead of UTC)”".

www.dox42.com
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To get the CRM Labels as mouse-over tooltip in the dox42 data field explorer check “Use Labels.” You
need dox42 version 3.6 or higher to use this function.

You may overwrite the labels adding you own comments. Also you can always refresh the labels and
reload the fields from CRM by clicking “Refresh Labels and Fields”.

Another possibility to select which data you want to read from CRM, is to use the dox42 Fetch XML
functionality. Connect to your Dynamics CRM, select your Entity and click the Fetch XML button. You can
now simply paste your Fetch XML here.

MS Dynamics CRM (Dynamics 365 Sales, CE) Data Source

Read from CRM Connection License

Name: Organizations
Connect
[Fetch XML~ 9 [acoount Refrash Fields and Labels Fatch XML
Data Fields:
Field ListFilter: contains Fetch XML X
Read Field? Field Label . . 3
. kfetch mapping="'logical'><entity name='account'> ~
' acwunmd - <attribute name='accountid' />
address1_aity . -, A
T - <attribute name='addressl city' />
address1_country . — 17 "
<attribute name='addressl country' />
i address1_inel | <attribute name='addressl linel' />
= address1_poslalcods <attribute name='addressl postalcode' />
enfitymage 1 <attribute name='entityimage' />
| |nama | <attribute name='name' />
Ll <filter type='and'>

<condition attribute='accountid' operator='eq"' value='<%
SalesQuote.customerid%>" />

</filter>
</entity></fetch>
v
Insert Data Field s OK x Cancel
["] DaterTime Fields in Local Time (instead of UTC) ["] Use Labels {dox42 3.6 or higher required)
[ Test v OK x Cancel

Now you can use data fields from MS Dynamics CRM like any other dox42 data fields:
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e T
te Data = Insert  Autc
Map Data Field  Fa

17038

“ dox42 Data Fields e

Filer:

0 CRM_URL
0 CRM_User

0 M _Pw
 WhichQuote

D SalesQuote_Input

Name [ ] - _country
Quote-ID: e = address1_line!
< I=2= valid from to CEETN =D = address1_postalcode
= entityimage
Sales Quote for, ﬁ- ~
B User
" @ MyOrganization
Product p"“f" Quantity  Discount Total Price
uni
| ®
=2 I (e ]
rcecer o nis
- -] [ ]
b
sum
== |=?= GEEEN-IDiscount I=2
b

Total Sum

e received yor
more information please v

g
g
g
F
3

We are looking forward to hearing from youl

Your Team o =

4.5. How to get a full list of your fields and entities

The dox42 D365 CE|CRM Data Source reads the field and entity names from MS Dynamics CRM. As there
can be differences between the field name and the display name (e.g. because of language settings) we
recommend you to work with the field and entity list given from MS Dynamics CRM. To get this list of
field and entity names please do the following (for MS CRM Online, MS CRM 2013 and 2015 on-
premises):

1. On the navigation bar click Microsoft Dynamics CRM > Settings.

2. Again on the navigation bar click Settings > Customizations > Customize the System.

3. To get the entity name:

1. In the new window under Components, expand Entities and from this full list click on the
entity you want.

2. The next view contains the name and the display name of the entity.
4. To get the field name:

1. In the new window under Components, expand Entities and from this full list expand the
entity you want.

2. Click Fields to get the list which contains names and display names.

www.dox42.com 10
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5. dox42 D365 CE|CRM Output Action

Using the dox42 D365 CE|CRM Output Action for your dox42 Server calls, you can save generated
documents to CRM as an annotation of an entity. E.g. you can attach a generated offer-document as an
annotation to the corresponding offer in CRM.

Since version 4.4 you can use the mode “email” to create CRM email activities with the generated
document in the attachment. The emails are directly opened in CRM with pre-populated sender,
receiver, subject and body and are attached as an annotation to the entity/timeline.

You can use the dox42 D365 CE|CRM Output Action in the same way as any other dox42 output action,
which can be found in the dox42 Server documentation. Use the dox42 Server Designer to test your calls.
It can be downloaded from www.dox42.com/modules/download.

o erver Designer - =
B dox42 Server Desig ®
E dox42 Output Actions Custom Output Actions. REST S0AP Aaurre Active Directory Help
D I D Input Parameters * H w5 T ] ~ DocuSignAction x $
B AzureAD Log o e P CRMOutputAction A
cal Add Call SharepointAction SaveAction EMailAction ReturnAction PrintAction SQLAction Delete
Service * I Service Header Login ) AzureBlobStorageAction
do2 Service URL: mm”d-;dngmm
P cat-cRM Test 205 Parameter Vale
CrmUn Zconnection crmur
A2 Operation : GenerateDocument : on - 0
Usemame
32 Name : CRM Test 4205 Impersonate_User_Guid
22 inagepath Filename test docx
Entity quote
@ AzureAD Login
Entity_id adedd9e5 xxxx-e711-813d-e0071b64xxx
- o CRMOuputACtion Subject May the force be with you <quotedetais name %>
Note Text You can find the quote attached
Open file

www.dox42.com 11
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5.1. Parameter

Parameter name Requirement Effect
CrmUrl mandatory https://yourcompany.crm4.dynamics.com
Username optional If you use a MS Dynamics CRM data source with

Azure Active Directory in your document, you may
omit the credentilas to use AAD authentication.

Password optional If you use a MS Dynamics CRM data source with
Azure Active Directory in your document, you may
omit the credentilas to use AAD authentication.

Impersonate_User_Guid optional To impersonate a different user. This is only
possible together with Username/Password set.

Filename mandatory The filename of the document. The extension will
define the format.

Entity mandatory The type of the entity you want to attach the
document, e.g. account.

Entity_id mandatory The id of the entity you want to attach the
document. E.g. <%ID%> to pull the ID dynamically
from your input parameter called “ID”

Subject optional You may use other data fields to create a dynamic
subject (=Title), e.g.: “Offer for
<%Customer.Name%>".

NoteText optional You may use other data fields to create a dynamic
Description, e.g.: “Offer for <%Customer.Name%>".

Mode optional email; needed if you want to create a CRM email
(available since v on the timeline.
4.4))
CRMEmailSender optional The e-mail sender for a CRM email, can be a userid
CRMEmailReceiver optional The e-mail sender for a CRM email, can be a userid
CRMEmailSubject optional The Subject of the CRM email
CrmEmailBody optional The body text of the CRM email

www.dox42.com 12
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6. Azure Active Directory Integration with D365 CE|CRM

Using dox42 with AAD and/or with dox42 Online (Saas), requires the following properties:

e Application ID > is provided after the app registration in the Microsoft Admin Center
e Redirect URLs

e TenantID

e C(Client Secret for dox42 Server

For the AAD integration, you have to configure a few settings in the Microsoft admin center, in your
dox42 Server and in the dox42 Add-In Datamap Designer.

Please note: for the following steps you need (global-) Admin rights:
e App Registration
e Enabling required permissions
e Entering Redirect URL(s)

e Configuring AAD in the dox42 Add-In and consent the new application for the first time

6.1.dox42 App Registration

Firstly, you need to create an application in the Microsoft Azure AD admin center to set the AAD
permissions for the dox42 Add-in and Server.

e Open the Office 365 Admin Center

e  Go to -> Admin centers -> Azure AD, or click here in order to log in immediately:
https://aad.portal.azure.com

e Click on All services -> App registrations

e  Click on New Registration

www.dox42.com 13
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&«

All services I P fearch Al |

[Ed Dashboard

i= All services All
GENERAL (1)
“* FAVOR General
2 Help + support e
B Azure Active Directol Identity
Enterprise applications Security IDENTITY (11)
& Users B Azure Active Directory >
App registrations 22 Groups e
& Users *

% Azure AD Connect Health

- N ulsinger@dox42
Azure Active Directory admin center el {

« Dashboard > App registrations

[E] Dashboard App registrations 2 X

All services
-+ New registration
% FAVORITES

o Welcome to the new and improved App registrations (now Generally Available). See what's new and learn more on how it's changed. —

Endpoints &9 Troubleshooting QO Got feedback?

B Azure Active Directory

Enterprise applications All applications  Owned applications

& Ll ‘ £ Start typing a name or Application ID to filter these results

App registrations
Display name Application (client) ID Created On Certificates & secrets

Now configure your dox42 application:

Name your application accordingly, and choose which accounts should have access to your application.
Also add a Web Redirect URI containing the link to your dox42 Server instance and click on Register.

Azure Active ory admin center ulsinger@dox42.c

DOX42 GMBH {4

« All services > App registrations > Register an application

[ Dashboard Register an application X
i= All services "
J FAVORITES * Name

B Azure Active Directory The user-facing display name for this application (this can be changed later).
EE:"_ Enterprise applications dox42 ) o
& Users

App registrations Supported account types

Who can use this application or access this API?

& T® Accounts in this organizational directory only (dox42 GmbH only 5@

O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

(O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

T TWeb

~ I ‘ https://yourcompany.dox42.online/ )}

By proceeding, you agree to the Microsoft Platform Policies 7

==
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Note: In this documentation, we use the redirect URL of a dox42 Online server (SaaS):

https://yourcompany.dox42.online/

If you are registering a dox42 on-premise server, use the URL of your dox42 server:
https://yourdox42server.yourcompany.com

Now that you have registered your application, you can copy the Application (client ID) and Directory
(tenant ID) (screenshot below 1) and paste it into an Excel Config file. This allows you to manage your
configuration details centralized. See Chapter 6.1.6 for more information on Config files.

6.1.1. Token Permissions

Next, you need to grant token permissions for your app.

Within your newly added application, click on Redirect URIs (2).

Azure Active Directory admin center @ & 7 (@ |lsapubinger@doxd2co... f4

DOX42GMBH

All services

App registrations > dox42

[ Dashboard = dox42 7 X
L
= All services "
| o rch (Ctri+/) I « [il Delete | € Endpoints
W FAVORITES
) Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). —
B Azure Active Directory B Overview o
Display name Supported account types
R appl & Quickstart Isplay
I Enterpri s appiications doxd2 My organization only
&k Users Manage Application (client) ID
- od10a6-88se-605- [N\ ] iy
£ App registrations B Branding -
Directory (tenant) 1D
2 Authentication Q3b67654-21fd-4d0c-9 Add an Application 1D URI
cortit a Object ID Managed application in local directory
Token configuration (preview) A
APl permissions x

@ Welcome to the new and improved App registrations. Looking to lear how it's changed from App registrations
& Expose an AP (Legacy)? Learn more

B Owners
& Roles and administrators (Pr... Call APIs Documentation

M Manifest i - QE'; u F |

.

oft identity

slatform
arios

tication s¢

Now, on the In the Implicit grants section of the Authentication register, tick both “Access tokens” and
“ID tokens”:
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Azure Active Directory admin center

dondz | Auther

[ Dashboard 3 dox42 | Authentication £ X

= Al services

QD Got feedback?

* AvoRITES

zure Active Direstory B Overdew
ST, Platform configurations
B enterpase applications $ Quickstart
~ BRI Depending an the platform or device this spplication is targeting, 2dditions! configuration may b required such as
recict URls, specific suthenti ings or Jic to the platform
& users Manage edirect URSs, speciic authentication settings. or felds speciic o the plt
B app registrations B Eranding Add a platiorm

D suthentication

Certificates & sacrets 7~ Web -
Token configuration (preview Redirect URIs
> APt parmisions The URis we will ccept a3 destinations when returning authentication responses (tokens] #fter successtully authenticating users. Also referred as reply URLS. Learr
- ) )
¥ Ouners -

hitps://yourcompany.dexd2.onkine/

& Roles and administrators (Prev

W nmanifest
Logout URL

Support + Troubleshooting
This is where we send a request to have the application clear the user's session data. This is required for single sign-out to work correctly.

&2 Troubleshooting

A& New support request

Implicit grant

Allows an application to request a token directly from the authorization endpoint. Recomm:

jed only if the application has a single page architecture (5%
backend companents, of invokes a Web APl via Javascript. fiow

To enable the implicit grant flow, select the tokens you would like to be issued by the suthorization endpoint:

Scroll down further to find additional settings. Under Advanced Settings keep “Treat application as a
public client” set on No.

[ Dashboard 3 dox42 Online | Authentication 2 X

= Al services
QD Got feedback?

* AvoRITES

B Azure Active Directory B Overvew
oftonkine.comjcommonyoauth2/nativedient [y
B emerprise applications § Quickstart
autha0 desktepsrt s [y
& users Manage _
B, 4pp regstrations B srending

D suthentication
Centificates & secrets

Token configuration (preview) Supported account types

5 4P parmissions
Who can use this application or access this API?

[

Expose an API

s

Owners
& Roles and administrators (Previ

B Manifest

Support + Troubleshooting accounts for an existing registration. if you need to enable personal accounts, you can do 5o using the manifest

editor. Learm me t these restrictions.

2 Troubleshooting

B nNewsupport request

Advanced settings

Default client type

Treat application as 2 public client
Required for the use of the following flows where a redirect URI is not used:

* Resource owner password cradentis| (ROPC) e
* Device code flow ]
* Integrated W

uthentication (TWA) Leam

6.1.2. Enter Redirect URIs
Now scroll up again to the beginning of your Authentication page. You need to add Redirect URIs

next. Please specify the following:

e your dox42 online Server URL:
https://yourcompany.dox42.online/

e your Dynamics 365 CE URL in the following format: https://Yourcompany.crm4.dynamics.com/
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e any additional URIs for services you want to call. Enter this re-direct URI if you are calling dox42
from MS PowerAutomate (MS Flow): https://global.consent.azure-apim.net/redirect

The URL that you include as the Server URI (http://.....dox42.online/) is the one you will need to
include in the dox42 Server Configuration in the dox42 Datamap (see Chapter 6.4).

Note: You may NOT use wildcards (*). Microsoft changed this behavior during 2018, so you may find
older working App registrations using wildcards, but new App registrations will not work with wildcards.

lisa.pulsinger@dox42.co... /%
DOX42GMBH  /

Azure Active Directory admin center z 7 ©

All services > App registrations > dox42 | Authentication

[E Dashboard _3 dox42 | Authentication 2 X
= All services

FU—— |)‘ Search (Ctrl+/) | « Save X Discard 2 Switch to the old experience 2 Got feedback?

B Azure Active Directory B Overview Add a platform

I Vi erpaze epiications # Quickstart

Ak Users Manage ~ Web Quidkstart - Docsg? [

55 app registrations = Branding Redirect URIs

(O]

The URIs we will accept as destinations when returning authentication responses (tokens) after successfully
authenticating users. Also referred as reply URLs. Learn more about redirect URIs and the restrictions

Authentication

Certificates & secrets

| Tokan configuration (praview) ttps://yourcompany.dox42.online/ T

https:/fyourcompany.crmd dynamicscom/ " | i

@ APl permissions

@ Expose an API

# owners
Add URI
s Roles and administrators (Pr...
M Manifest Logout URL

Thic ic whare wea cand a rennect tn have the annlication rlear tha 1icar'e caccinn Aata Thic ic renniired far cinale cinn-

6.1.3. Add a mobile and desktop application for your dox42 Add-in

Now you need to add your dox42 Add-in as a “mobile and desktop application” to your app. On the top
of the Authentication page, click on “Add a platform” and then on “Mobile and desktop application”.

lisa.pulsinger@dox42 co. ()

Azure Active Directory admin center

DOX42 GMBH  /

All services > App registrations > dox42 | Authentication Configure platforms X
[I Dashboard _3 dox42 | Authentication
Web applications .
All services 1
0 Search (Ctrl+/ ¢ Savi discard =
*  FAVORITES | bl | Web

Single-page apps, Web apps
 Azure A B Overview X . ;
B Azure Active Directory Platform configuration
8 Enterprise applications £ Quickstart
Depending on the platform or (
&& Users Manage redirect URIs, specific authentic
) Mobile and desktop applications
B App registrations B Branding [ Add a platform

D Authentication
Certificates & secrets
!I'" Token configuration (preview)
® APl permissions
@ Expose an API
. owners
& Roles and administrators (Pr

M Manifest

~ Web

Redirect URIs

The URIs we will accept a
authenticating users. Alsc

https://yourcompany.c

Add URI

. 105 / mac0s

Objective-C, Swift, Xamarin

EI Mobile and desktop
applications

Windows, UWP, Console, loT & Limited-
entry Devices, Classic iOS + Android

.' Android

Java, Kotlin, Xamarin
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Add a Custom redirect URI for your dox42 Add-in — we are using https://www.dox42.com. Do not use the
same redirect URI as for your web application. Then click on Configure.

re Active Directory admin center

lisa.pulsinger@dox42.co.

DOX42 GMBH  {

All services > App registrations

[ Dashboard _3 dox42 | Authentication
= All services
| O Search (Ctrl+/) ] «

#  FAVORITES Sl niubal vl S |
B Azure Active Directory i Overview
#E Enterprise applications & Quickstart
& Users Manage

App registrations B Branding

D Authentication

Certificates & secrets
!I' Token configuration (preview)
- AP| permissions
@ Expose an AP
B owners

Roles and administrators (Pr...

M Manifest

dox42 | Authentication

Platform configuration

Depending on the platform or ¢
redirect URIs, specific authentic

I Add a platform

~ Web

Redirect URIs

The URIs we will accept a
authenticating users. Alsc

https://yourcompany.¢

Add URI

Configure Desktop + devices X
< All platforms Quickstart

Redirect URIs

The URIs we will accept as destinations when returning authentication responses (tokens)
after successfully authenticating users. Also referred as reply URLs. Learn more about redirect
URIs and the restrictions

D https://login.microsoftonline.com/common/oauth2/nativeclient |—D
E] https://login live.com/oauth20_desktop.srf (LiveSDK) [

Custom redirect URIs

https://www.dox42.com / J

@\’ Cancel

6.1.4. Add a Client Secret

In the register Certificates and Secrets, you need to add a new client secret.

Dashboard > App registrations > doxa2 (online) Server - Certificates & secrets

dox42 (online) Server - Certificates & secrets

ervice when receiving tokens at

«
B Overview Credentials enable to identify

higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential
“ Quickstart

Certificates
Manage

Certificates can be used as secrets to prove the application’s identity when requesting a token. Alsa can be re
B Branding

Upload certificate

D Aghesticaion

THUMBPRINT
Certificates & secrets

9 API permissions No certificates have been added for this application.
& Expose an API
i owners

H Manifest Client secrets

Support + Troubleshooting
-+ New dlient secret
¥ Troubleshooting -

2 New support request

No client secrets have been created for this application.

START DATE

EXPIRES VALUE

A secrel string that the application uses to prove its identity when requesting a token. Also can be referred to
~ T~

Select your required expiry date (we recommend using “Never”) and click Add.

Dashboard > App registrations > dax42 {online) Server - Certificates & secrets

dox42 (online) Server - Certificates & secrets

“ .

Add a client secret
B overview
4 Quickstert Description

your client Key|
Manage

Expires
B Eranding In 1 year
D Authentication In 2 years

®) Never

Certificates & secrets

2 APl permissions

@ Expose an API

i owners

www.dox42.com
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Make sure to COPY the ClientKey, as it will be hidden afterwards and you will not be able to retrieve it
again:

dox42 (online) Server - Certificates & secrets

« @ Copy the new client secret value. You won't be able ta retrieve it after you leave this blade,

B overview

& Quickstart Credentials enable appli to identify to the service when receiving tokens at a web addressable location (usi
higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.
Manage

B Branding Certificates

o Centificates can be used as secrets to prove the application's identity when requesting a token. Also can be referred to as public keys.
D Authentication

Upload certificate
Conthcotes & seres

. THUMBPRINT START DATE EXPIRES
& APl permissions

@ Expose an AP Mo certificates have been added for this application

H owners

W Manifest

lient secret:
Support + Troubleshooting Client secrets

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.
[ Newtientseert | Copy Client Key and add it to your list with the
oescaipTioN expimes v other values (AppID, Tentant ID, etc.)

your client Ky 12172299 ‘qn_m

K Troubleshooting

3 New support request

We copied the key into our Excel Config File, together with the other values of the app registration.
When working with an Excel config file, we recommend to encrypt the values of the client key by using
the dox42 Crypto Data source.

6.1.5. Add APl Permissions

Move to the register APl Permissions and click “Add a permission”. You need to grant the application
delegated permissions for Dynamics CRM and SharePoint Online (as your templates need to be stored on
SharePoint Online, and you may be using dox42 SharePoint Output Actions).

Azure Active Directory admin center

s > App regi dond2 | API permissions Request APl permissions
) Dashbosrd . dox42 | API permissions
Select an API

Microsoft APls  APIs my organization uses My APls

Configured permissions Commonly used Microsoft APl

B enverprise applications Applications ae author cimins a5 ¢

’ il APIs when they d per - 3
2 il the permizgions the appl eads. Leat | crsuch raeh
& Users Manage Taks acvanage of the e
B ‘Add a permission Grant admin consent for doxd2 GmbH r
App registrations. B &randing

APBI/ Permissions name Type Description

Arure Rights Mansgement
1 Services
Delegated  Sign in and read user profile

b Data Export Service for
Micr 5365

M Manifest

Support + Tioubieshooting
) fow Serics (] totne

flow templates and manage flows | | Programenatic access to Intune data

B v Powe B Serice

a Skype for Business

Yamamer

For Dynamics CRM you need to add Delegated user impersonation permissions.
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Azure Active Directory admin center

App registrat daxd2 | API permissions Request API permissions x
J Dashboard 5 dox42 | API permissions

Al services

B Overview What type of perm require?

B enterprise applications § audstant when they are granted pe usersiadming o5 § Eelegated permissions
& uses
= Add a permission rant admin consent for doxd2 GmbH
W, app regntrations. - ; G
Select permissions
D Avtier A1 / Parmissions name Type Description
Centificates & secrets ~ Microsoft Grap
Permission Admin Consent Required
ok configuation (praview) e R Delegated  Sign in nd read user profle
@ s mpersonat

& AP permissions Access Comm

@ ixpose an APl

IE. Owners

& Foles and

W hanitest

Support + Troubleshooting

2 ;

B Newsupport request

Add permissions Discard
. ]

Please select the permissions according to your requirements and systems you are using dox42 with.

The dox42 server requires SharePoint read rights and optional write rights, in case you want to store
your generated documents on SharePoint, including meta data. Please grant the following delegated
permissions: AllSites.Read, AllSits.Write

dox42 documentation Request API Permissiuns X
- dox42 documentation | APl permissions  #

CAll APl
P Search (Ctil+/) « () Refresh | O Got feedback? Sharepoint -
https://microsoft.sharepoint-df.com/ Ddes o
I8 Ovenview @ Successiully granted admin consent for the requested pe
x
& Quickstart @ SharePoint APIs are available via the Microsoft Graph API. You may want to consider using Microsoft Graph instead
#  Integration assistant Configured permissions
, , i ire?
Applicatians are authorized to call APIs when they are grant "/t type of permissions does your application require?
Manage all the permissions the application needs. Learn more about
Delegated permissions Application permissions
B Branding dd = permission < Grant admin consent for do Your application nesds to access the AP as the signed-in uss, Vour application runs 25 a background service or dasmon without 2
- signed-in user,
D Authentication <
API / Permissions name Type De:
Certificates & secrets 4 »
. 7 Dynamics CRM (1)
ili Token canfiguration ;
Select permissions expand all
user_impersenation Delegated  Acc
= APl permissions
~ Microsoft Graph (1) 0 Start typing a reply url to filter these results
@ Expose an AP| P . Adi t d
User Read Delegated  Sig ermission min consent require
BL App roles
v SharePoint (2) N Allsites (2]
& Owners ites (2)
Allsites Read Delegated  Re: S
&k Roles and administrators | Preview D Allsites FullControl @ o
. AllSites.Write Delegated  Rez Have full control of all site collections
M Manifest
Allsites.Manag N
o
Support + Troubleshooting Reag Y od lists in all site collections
To view and manage permissions and user consent, try Ente 3
& Troubleshooting AllsitesRead (@ -
- Read items in all site collections
& New support request
- ppertred Allsiteswrite @ N
o
Read and write items in 2ll site collections =

Next click on “Grant Admin Consent” for Your Company, to give your application the necessary
permissions.
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Dashboard > dox42 GmbH > dox42 documentation

- dox42 documentation | API permissions % - X

£ Search (Ctrl+/) « Q) Refresh | Got feedback?

B Overview
@ Successfully aranted admin consent for the requested permissions.

& Quickstart
# Integration assistant Configured permissions
Manage Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include

all the permissions the application needs. Learn more about permissions and consent

B Branding
+ Add a permission Grant admin consent for dox42 GmbH,
2 Authentication

API / Permissions name Type Description Admin consent req...  Status

Certificates & secrets
v Dynamics CRM (1)
111 Token configuration 4

. user_impersonation Delegated  Access Common Data Service as organization users No @ Granted for doxd2 GmbH  +==
=9~ API permissions

 Microsoft Graph (1)

@ Expose an API

UserRead Delegated  Sign in and read user profile No @ Granted for doxd2 GmbH  +++
i App roles
 SharePoint (2)
&2 Owners
AllSites.Read Delegated  Read items in all site collections No @ Granted for doxd2 GmbH  ++»
&, Roles and administrators | Preview
AllSites.Write Delegated  Read and write items in all site collections No @ Granted for doxd2 GmbH  ***

@ Manifest

Your app registration is complete now, next you need to configure your dox42 Server accordingly.

6.1.6. Excel Config File

We recommend using this file to integrate all the D365 CE | CRM connection information dynamically
into your dox42 data sources. That saves a lot of time during the template design process and avoids
copy & pasting, as you can store your credentials centrally. Please make sure to encrypt your Client
Secret with the dox42 Crypto Data Source, before storing it there. You can find a sample of a config file in
the CRM_ProductList_JSON_sampletemplate folder of your download package.

Y .

PN inset  Pagelayout Formulas  Data  Review  View  dowd2

%o

. S =Y AutoSum ~
i (A K == - Bwopte ¥ |thperiok | Normal Bad Good Neurrs &= Bx (] Zhwosn - Ay O
y Copy ~ - - & Fill~
Paste B 5-A- 3 EMerge&Conter - |- % ¢ |3 3 mat a¢ [Caleulat [ checkcel | .. FollowedHyp.. [inpt Insent Delete Format Sort & Find &
2% o rormatpaineer 8 1 1M A g Merge & Cente i 4 = " || o Depeo | S oear-  HET chene
angrement . e . i . tng
62 fe | https:/fyourcompany.doxd2.online/
A B c D E F G H

1 Sita 0365URL AsureTensnt_ID__Addin_AAD_AppiD Addins_Rediract Server_AAD_AppiD Sarver_RedirectURL Server_
2 [https://vourcompany.sharepoint.com/yourlist/ https://yourcompany.sharepoint.com  your Tenant ID 21ed858a-c811-4b3d-9b0F 75 https://www.dox42.com your AppiD for the registrated (online) Server | https://yourcompany.dox42.online/ .IvnurEImmKtv

2

How to set up a connection file and how to use the crypto data source is explained in this tutorial video:
https://www.dox42.com/Resources?search=/first%20dox42%20document/i&

6.2. Further information AAD App Registration

https://blogs.msmvps.com/windsor/2017/03/12/walkthrough-building-a-custom-web-api-for-use-with-
sharepoint-online/

6.3.dox42 Online Configuration

Once your set-up for your Azure AD app is finalized, you need to complete the configuration in your
dox42 Server. If you work with dox42 Online, follow this chapter. Otherwise configure your web.config as
shown in chapter 6.5.

Please log into your dox42 Online management Ul with the username and password received from
dox42. The URL for your management Ul looks similar to this: https://yourcompany.dox42.online/MAUI
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l : dox42 Online
malu Management Ul

Sign in

Username:

Password:

Forgot password? Need more help?

maul”

Welcome to the dox42 Management Ul

®

B

The brand new dox42 MAUI (Management Ul} is your central portal for all dox42 Online and Server sci
started...

Log & Service

<

Settings

‘s

Authentication Settings

In this dox42 Class tutorial video, we give a detailed explanation of the dox42 Online Management Ul
(MAUI): https://www.dox42.com/Resources?search=/maui/i&

6.3.1. Add your Azure AD App registration settings

1. To complete the dox42 Online set-up, click on the Settings page on your MAUI home screen.

2. Then click on “Add” in the “SharePoint Online Sites for dox42 Templates” section and enter your
SharePoint Online sites, where you call your dox42 templates from. Please make sure to add a
Slash (/) in the end of the site URL. If you call templates from various SharePoint sites, please
add all of them. E.g. https://yourtenant.sharepoint.com/yoursite/

Each SharePoint site needs to be added with the App ID, Tenant ID and the generated Client
Secret value of the dox42 App registered in the Azure AD Admin Center (see chapter 6). Don’t
forget to click on Save & Deploy after each site you add to the list.
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3. Configure your trusted template locations. Click on “Add” in the “Trusted Template Locations”
sections of your settings page. Your templates have to be stored on SharePoint Online, hence
your trusted template location could be https://yourcompany.sharepoint.com/, or you could
also specify a specific SharePoint site. Don’t forget to click on Save & Deploy after every Trusted
Template Location you add.

4. Upload your Aspose (dox42 OEM Developer) license (not applicable for trial installations)

5. If you want to send emails via dox42 online, also add the email server, address and password at
the top section of the page. Again, don’t forget to click on Save & Deploy after you’ve added
the email configuration.

* doi2 Gnline 1 log&Senice i Help @  Authentication Set | e
maw Manzgement U : E»
Settin gs ¢ save and Deploy@ ) Cancel
Last deployed: 05.07.2022 15:17:30 CUT (UTC)
Ermail address @ <o
Password @ veas
SharePoint Online Sites for dox42 Templates @ lj:—

Sharepoint Online Sites for dox42 Templates

Client
Sharepoint Online URL App ID Tenant Key

Edit @ -I)el nttps:// [ lsharepcoint.com/Dynamics365/ -
Edit @ nttps, Il shzarepcointcom/Employess/ _

Trusted Template Locations

Location

Edit @ nttpsy/ g 2repcint.com

"tps'_.-‘.-'-axiz.cr inef

Edit @ -D https://dilldeme.d-velop.cloud/

4

Aspose license upload (Aspose.Total.lic) @ Drop your file here
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6.4. Configure Azure AD in dox42 Data Map Designer

Now, to connect to D365 CE | Dynamics CRM | Dataverse datasources, you need to enter the connection
information in the dox42 Add-In Data Map Designer

6.4.1. Option 1: Using an Excel config file filling in the information dynamically

After connecting the Excel config file, (see tutorial “My first dox42 document”) select the D365 CE|CRM
data source within the Data Map Designer (1). Then fill in your D365 CE | Dynamics CRM URL (2), Click on
“Dynamics 365 Azure Active Directory Impersonation” (3) and fill in the fields by clicking on “...” (4) and
select them from your Excel data source as shown below (5).

After you have selected your values, click on Consent for both the Add-in and Server (6). Azure global
admin rights are required. This step can be skipped, if you clicked on “grant permissions” within the
AAD admin center already (see Chatper 6.1.5).

I 0ata Sources 1 ‘
"} 5 Dynamics CRM (Dynamics 365 Sales, CE) Data Source
2 - @® @ L S B
Input  Datobase Excel Data WebService SharePoint XML/JSON Word Data Crypto Ddfa D365 CE | CRM |
Parameter DataSource Source Data Source DataSource DataSource Source  Source\  Data Source Read from CRM Connection License

CRMURL 2 <%Connection. D365URL3>

("iymmlm 365 Azure Active Dlmcm 3
<%Connection DIGSURL%> ? 4
« Q@ Connection
- Site

)
| Redireg
= D365URL - Consent for doxd2 Add-Ins 6
= 0365URL
= nzureTenant
doxa2 Server

= Addlns_AAD_ApplD

== Addins_Redirect /——M"‘W’W

= Server_AAD_AppID
= Server_RedirectURL Redirect URL

= Server_clientkey
Chent Key
X Cancel

i @ Excel Data Source: Connection

Usemame:

— {  Office 365 or Dynamics 365 Ul

Azure Tenant

dox42 Data Fields had ‘

Filler

oD @ AD Application I

datamap_dox42_selected.dm #

("] Show

Consent for dox42 Server
]
OK x

v

Cancel

6.4.2. Option 2: Using Copy Paste

After step 2 on Option 1, you also can copy the information directly into the AAD Configuration without
using the Excel Config file:

Azure Active Directory Configuration x

Office 365 or Dynamics 365 URL | hitps /ihttps fidoxd2test crmé dynamics com/

Azure Tenant your Tenant ID
doxd2 Add-Ins
Azure AD Application ID your App ID
Redirect URL hitps (iwww doxd2 com
Consent for dox42 Add-Ins
dowd2 Server
Azure AD Application ID your app ID
Redirect URL https:/iyourcompany. dox42 oniine/
Clientkey [ q
[ show
Consent for doxd2 Server
v OK x Cancel
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We recommend to encrypt your Client Key with the dox42 Crypto Data source! (see tutorial “My first
dox42 document”)

After completing the fields, don’t forget to click on Consent for both the Add-in and Server. Dynamics
admin rights are required. This step can be skipped, if you clicked on “grant permissions” within the
AAD admin center already (see Chatper 6.1.5).

6.4.3. Option 3: Using Copy Paste

Available from dox42 Add-in Version 4.4.1.3. you can also import your connection information via an
XML file.

6.5. Configure Azure AD Access for dox42 On-Premise Server in Web.config

This chapter only applies to dox42 on-premise customers. If you use AAD with a dox42 on-premise
Server, you need to adjust the web.config of your Server.

ConfigSection:

<configSections>

<section name ="azureAD" type ="dox42.Core.Utils.AzureADSectionHandler,dox42Core"/>
</configSections>

Azure AD Section:

<azureAD>
<add resource365="https://mytenant.sharepoint.com”
appID=".."
tenant=".."
ClientKey="*********************************" />
</azureAD>
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7. Connection to D365 CE | Dynamics CRM with AAD Application User &
Client Secret/Certificate

Microsoft has deprecated the WS-Trust authentication type security protocol and hence a connection
to D365 CE with Username/Password, may not be possible going forward.

We recommend to work with Azure AD impersonation for your D365 CE connection (see chapter 6),
however in some scenarios, for example when using Microsoft Power Automate or PowerApps, the
connection via an AAD application user, as well as a Client Secret or Certificate is needed.

Please note that for your dox42 Online or Server On-Premise calls with Azure Active Directory, you will
still need to follow the instructions in chapter 6. This chapter only refers on how to connect with an
Azure Active Directory App Registration user with Client Secret or Certificate within the dox42 template.

To keep the process simple, we’ve created a second application within Azure Active Directory, you could
however also combine the app you registered in chapter 6 with the one described below.

7.1. Register an Application in Azure Active Directory

First, register a new application in your Azure Active Directory Admin Center
(https://aad.portal.azure.com/)

Go to App Registrations and Click on New Registration.

Enter a Name for your Application and Click on Register. For this Authentication method, no Redirect URI
is needed.

Register an application

* Name

The user-facing display name for this application (this can be changed later).

1
I | dox42 CRM Application Certificate/Client Secred I v

Supported account types

Who can use this application or access this API?

(é) Accounts in this organizational directory only (dox42 GmbH only - Single tenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose...

By proceeding, you agree to the Microsoft Platform Policies 7!

Once you've registered the application, your app will look like this:
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s dox42 CRM Application Certificate/Client Secret = X
arch (Ctrl+ & i Delete @& Endpoints B Preview features
B Overview @ Got a second? We would love your feedback on Microsaft identity platform (previously Azure AD for developer). =

“ Essentials

Dis me ate, el ant e My or ati nl
Appli n (client) ID : 4fb9. Rl
[Directory (tenant) ID b3b67654-21fd-4d0c Application 1D UR atior L
Object ID 8502fd1e-3f3c-466 dc670ca Managed application in|.. ertificate/Client Secre
Certificates & secrets
Il Token configuration Call APIs Documentation

@ APl permissions

& Expose an AP [ =] és} [u
EL App roles
3 o H 5

& Roles and administrators | Pre,

Build more powerful apps with rich user and business data

Copy your Application ID and Tenant ID from here and paste it in an Excel or XML Config file. Working
with a config file will allow you to manage your CRM credentials centrally. See Chapter 6.1.6 Excel Config
File for more information.

Next, you need to upload your Certificate and/or add your Client secrets. Change to the menu option
“Certificates & secrets” and do so accordingly.

Please note that Azure Active Directory only allows certificates to be uploaded in .cer, .pem or .crt
format, which are not password protected formats. For the import into the dox42 D365 CE | Dynamics
CRM data source your certificate needs to be in .pfx format and hence, password protected! Please
make sure to export your certificate in the right formats within your certmgr.

.

# Integration assistant
Certificates
Manage 3
Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred to as public keys
B Branding
D Authentication I T Upload certificate I
I Certificates & secrets I Thumbprint Start date Expires D
ill Token configuration 8BOG9ZAZFSD104 11/5/2020 11/5/2021 Thb15a2 | @
- AP| permissions 3D65C3BBAGOFES 3/15/2021 64Teecc E

& Expose an API
% Approles
& Owners -
Client secrets
4. Roles and administrators | Preview
A secret string that the application uses to prove its identity when reguesting a token. Alsc can be referred to as application password.
B Manifest

Support + Troubleshooting
} Traubleshooting Description Expires D
2 New support request TESTSECRET for Logic App 11/18/2021 4416ff16-3¢9d-452-9af9-805284990777 [ il

If you’re working with a Client Secret it is important that you copy the Value (not the ID) immediately.
Please paste the client secret to the Excel Config file too and encrypt it (watch our tutorial video “my first
dox42 document” to learn how to use the dox42 Crypto data source). Also, copy the value immediately
after you’ve added the client secret, as later on you will not be able to retrieve it again.
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Next, you need to add API permissions to your application.
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Change to the APl Permissions Tab — click on Add a Permission and add delegated user impersonation
rights for Dynamics CRM.

1 Application Certificate/Client Secret

- dox42 CRM Application Certificate/Client !

AP Search (Ctrl+/) «

B Overview
& Quickstart

A Integration assistant

Manage

= Branding

9 Authentication
Certificates & secrets

Token configuration

AP permissions I

@ FExpose an APl

& App roles

& Owners

& Roles and administrators | Preview

B Manifest

Support + Troubleshooting

V4 Troubleshooting

& New support request

() Refresh D Got feedback?

Configured permissions

Applications are authorized to call APIs v
all the permissions the application needs

T Add a permission Grant adm

API / Permissions name
 Microsoft Graph (1)

User.Read

To view and manage permissions and ust

Request API permissions

w, Dynamics CRM

hittps://admin.services.crm.dynamics.com/ Docs o7

What type of permissions does your application require?

Delegated permissions

Your application needs to access the AP as the signed-in user.

4

Select permissions

Application

ssions

»

expand all

‘}'7 Start typing a reply url to filter these results

@ The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per

permission. user, or app. This column may not reflect the value in your organization. or in organizations where this app will be used. Leamn

more

Permission

Admin consent required

7 Permissions (1)

user_impersonation ©
Access Common Data Service as organization users

No

Now grant the admin consent for the delegated Dynamics CRM user_impersonation, by clicking “Grant
admin consent for dox42 GmbH":

. dox42 CRM Application Certificate/Client Secret | APl permissions »

P Search (Ctrl+/) «

B Overview
& Quickstart

# Integration assistant

Manage

= Branding

9 Authentication
Certificates & secrets

{ll Token configuration

- API permissions

@ Expose an APl

Hi Approles

& Owners

& Roles and administrators | Preview

www.dox42.com

() Refresh Q Got feedback?

@ Successully granted admin consent for the requested permissions.

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent

Add a permission I\/ Grant admin consent for dox42 GmbH I

API / Permissions name

 Dynamics CRM (1)
user_impersonation

 Microsoft Graph (1)

User.Read

Type Description
Delegated  Access Common Data Service as organization users
Delegated  Sign in and read user profile

To view and manage permissions and user consent, try Enterprise applications.

Admin consent req...  Status
No @ Granted for doxd2 GmbH  +++
No @ Granted for doxd2 GmbH ==+
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7.2.Add an application user to D365 CE | Dynamics CRM

Next you need to add an application user for your newly registered AAD application in your D365 CE |
Dynamics CRM System.

When working with the Power Platform admin center, please follow the steps documented in this article:
https://docs.microsoft.com/en-us/power-platform/admin/manage-application-users.

Do not forget to add System administrator rights to the newly added Application user.

In the classic Dynamics CRM settings area, you can follow the screenshots below:

Go to your D365 CE | Dynamics CRM and change to Settings > Security > Users. In the User View
Dropdown select “Application Users” and click New.

Dynamics 365 Settings v | security

+ NEW [*» PROMOTETOADMIN <> EMAILALINK =~ [P RUNREPORT ~  EJJ EXCELTEMPLATES ~ @, EXPORT TC

<?||App|'\cation Users v |
O Full Name 4 Application I. | Azure AD Obj..| Application ...
AAD AADBearerAccessTokenApp 526683%e-c9... 1297c146-c4.. 526682%e-cS..
Business Application Platform Service account 475226c6-02... d2829d0d-18.. 475226c6-02...
dox42documentation 4c372e73-ea..  37f0cc48-9dd.. 4c372e73-ea..
Microsoft Forms Pro 19dd5b37-d1... 2973e65e-43... 19dd5b37-d1...
Power Apps Checker Application €9299480-c1... 415d39b1-d2.. https://testa..

For your new application user, enter the Application ID of the app you registered beforehand in Azure
Active Directory and click Save. The rest of the information will be populated automatically and your
application user gets registered. Make sure that the status of the application user is set to “Enabled”.
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i Dynamics 365 + Settings v | Security New User

H save | ! save & cLose

USER : APPLICATION USER ™
New User -=
The information provided in this form is viewable by the entire organization.

4 Summary

Account Information

I""': cation 14 4(372&73-53hS-Q"S-QDEA-SFeFCEE‘A’

After your Click on SAVE the application will look like this:

Dynam'lcs 365 - Settings v | Security dox42documentation >

'.':", CONNECT | ~ [ DELETE : PROCESS ~ &, APPROVE EMAIL & REJECT EMAIL E REASSIGN REC
USER : APPLICATION USER ~
dox42documentation -=
The information provided in this form is viewable by the entire organization.
4 Summary
Account Information

User Name B dox42documentation_4c372e73-eab8-
64-9f7a70_89'\450@9bba9268-

3
d33d2539f425

User Information

Full Name * & dox42documentation

Primary Ema 8 dox42documentation_4¢372e73-
Lo 4ntc anca

Status Enabled

Next, you need to assign the System Admin role to your Application User. It needs to have sufficient
Read rights to read the data, but also Write rights in case you want to attach your generated documents
to an entity. For that click on “Manage Roles” Select the System Admin and Click “Ok”.
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Dynamics 365 + Settings ~ | Security dox42CRMApplicati...

o You need to assign security roles to new users  Click to see a list of users who need Microsoft Dynamics 365 Security Roles. | Assign Roles

&3 CONNECT | ~ [l DELETE 3 PROCESS * &, APPROVEEMAIL i REJECTEMAIL [5 REASSIGN RECORCE % MANAGE ROLES | &% JOIN TEAMS & CHANGE BUSINESS UNIT

USER : APPLICATION USER ™
dox42CRMApplicationCertificate/ClientSecret -=

Manage User Roles x

) The information provided in this form is viewable by the entire organization.
What roles would you like to apply to the 1 User you have selected?

4 Summary
Account Information fole Hame
[_IStellvertretung s
User Name B dox42CRMApplication_4fb92161-fbad-
4eab-b2f7- I
* Application ID & 4fb92161-fbad-4eab-b2f7-
76bd6b927198
-
Application ID URI & 4fb92161-fbad-4eab-b2f7-
76bd6b927198
T - |

Azure AD Object ID g 3ch75a46-5348-4d17-94c8-
b269357215¢9

Now your set-up is complete and you can connect to your D365 CE | Dynamics CRM within your dox42
Add-in.

7.3.Connect to D365 CE|CRM in dox42 Add-in w. AAD App, Certificate/Client Secret

Open the Data Map Designer of your dox42 Add-in in Word/Excel/PowerPoint, click on D365 CE | CRM
data source and navigate to the Connection tab.

On the connection screen choose “AzureAD App Registration with Client Secret/Certificate” (1) as
Authentication method. Now enter your Dynamics URL, your AAD App ID and Tenant ID (2). Enter your
Client Secret (3) OR import your Certificate which you uploaded to your AAD app registration
beforehand (3).

When using a certificate, make sure to import a certificate in .pfx format, and enter the certificate
password.

We recommend to enter your connection data dynamically via your Excel config file, rather than
copy/pasting the absolute values here. See Chapter 6.4.1 Option 1: Using an Excel config file filling in the
information dynamically for further information (4).

Next click on “Connect” (5) and continue in the “Read from CRM” tab to select your entity and data you
want to read.
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cs C Dynarnics 365 Sales, CE) Data Source X

Read from CRM Connection License

CRMURL 2 htlps: Y OURdynamics crmd dynamics. com
Authentication 1 AzureAD App Registration with Client Secret/Cerlificale i
Dynamics 365 Azure Active Directory doxA2 Data Fields x |
Filter:
AzureAD App Registration with Client Secret/Cerfificate o
1D
2 AzureAD App ID: <%D365_Connection ApplD%> =] Import certificale Remove cerliicale + @ D365 Connection
AzureAD Tenant ID <%D)365_Connection AzureTenan|%> 1. = Site 4
3 == D365URL
3 Client Secret: - 0365URL =
-

= AddIns_AAD_ApplD

Username/Password (depncated for Dynamics 365) == AddIns_Redirect

Usemame . = Server_AAD_AppID

== Server_RedirectURL
Faswers 7 Cancel
Optional Settings

Impersonate User (GUID).

Proxy
Connect 5

1 Test v OK x Cancel

8. Generating D365 CE | Dynamics CRM Documents from Microsoft
Power Automate Flows and Power Apps

To use dox42 with a Power Automate Flow or from Power Apps, you can work with the dox42 Power
Automate Premium Connector or alternatively with a custom connector in Microsoft Power Automate.

Please follow our PowerAutomate Documentation or our dox42 Class Tutorial Webinar for further details
on the set-up.

Make sure that the D365 CE data sources in the templates you use within a PowerAutomate Flow
scenario, connect via AzureAD App Registration with Client Secret/Certificate or Username/Password.

This is needed to obtain the necessary tokens from Azure Active Directory. Follow Chapter 7 for more
information.
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9. Integrating dox42 into your D365 CE or Dynamics CRM (via dox42
Solution)

dox42 has developed a solution for Dynamics CRM (D365 CE) that allows for an easy integration of your
dox42 calls into your CRM interface. From dox42 Solution Version 1_5 upwards there are two options on
how to display your dox42 calls. The first one is to add one button for each dox42 template configuration
(see chapter 9.6), the second option it to add a pop-up button that allows you to select your templates
from a pop-up window and to include further input at run-time, e.g. to dynamically choose the file
format (see chapter 9.8).

Option 1:

pynamics 365 e LD —

= ¢ EH = Hsae @ sae&Close -+ New [iJ Delete [ dox42PowerAppsTest > dox42 Pop-up B> StartProcess | ~ B Generate documents | v

Startseite
@ Solar Panels - saved B Return PDF Quote T
O® Letzte v Quote - Quote i
P> Return docx Quote
5 Angeheftet v i
g Summary Details Related P> save to SharePoint/Teams
Meine Arbeit .
. B> Create Draft EMail with dox...
A Quote ID PRODUCTS ~+ Add Produ T
e
% Dashboards ANG-01012-N8Y4P1 P> send PDF via Email
o . Group By: | (no grouping) v
Aktivitaten B Revision ID* B> Attach to Entity
| Product Name V' | Proper... | Unit v Price Per... | Quantity % | Disco..
1 | > Get Quote Approval
Kunden
> @ Solar Pa.. N..  Priméare... 289,00 €  11,00000 0,00 .
Owner* B> simple Sales Quote
Firmen .
R Claudius Cloud > @ PanelH.. N... Primire... 39,99€ 15,00000 0,00 P Awro
Q  Kontakte
. ~ M Rattan N Drimsira AQGNNE  ASAMNNN NANE —
Option 2:
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9.1. Input Parameter for your dox42 templates

The dox42 solution has specified “Id” as standard name for the input parameter, and pulls the GUID of
your selected entity. When setting up templates, name your input parameter accordingly.

If you generate a document from a list selection with more Ids or when using the dox42 popup to
generate your documents and you would like to include input at runtime, e.g. a dynamic file format,
specify "RequestBody” as input parameter name in your template.

Per default, the dox42 solution pulls the user Id of the logged in user and the CRM environment as
additional input parameters. You can use them to impersonate the CRM user in your data sources (see
4.1) and dynamically select the CRM environment you are connecting with. You can change this
configuration in the dox42 client libraries of your dox42 solution.

Furthermore, in the “RequestBody” input parameter you can include any values from your dox42 pop-
up in JSON format. How to easily configure your RequestBody data sources, is explained in detail
chapter 9.8.2.

9.2. Import the dox42 Solution

The dox42 solution is available as managed or unmanaged solution. Choose the version you want to
work with and import the dox42 Solution (Zip Folder dox42_1 Versionnumber.zip ) into your D365 CE or
Dynamics CRM:

Select Solution Package @ Help

Select the compressed (.zip or .cab) file that contains the solution you want to import and click
Mext,

Choose File |dox42_1_0.zip

Next Cancel

Choose the dox42 zip file and click next.
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Solution Information (i@ Help

0 Changes applied by importing an unmanaged solution cannot be uninstalled. Do not install this solution if
you want to roll back these changes.

Solution Information

MName: dox42 Client Libraries
Publisher: doxd2 GmbH(dox42)
Package Typs: Unmanaged

View solution package details

o By enabling this command, you consent to share your data with an external system. Data imported from
external systems into Microsoft Dynamics 365 are subject to our privacy statement that can be accessed
here. Please consult the feature technical documentation for mere information.

Back Import Cancel
Click Import to import the solution.
Importing Solution @ Help
0 The import of solution: dox42 Client Libraries completed successfully.
Date Time W [| Type |] Display Name‘..ﬂ Name |] Status |] [
12:31:05.12 Dependencie... =g
3 19:30:43.62 Security Role dox42 User dox42 User -;( Sel
E 19:30:42.90 Security Role dox42 Templ...  dox42 Templ... G Ser
E
1 19:30:42.27 Security Role dox42 Global... dox42 Global... -;( Se
1
19:30:38.68 Chart dox42_servic... s En
. -
4 »
, M4 Pagel )
Download Log File Publish All Customizations Close

After the import is finished click “Publish All Customizations”.
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Importing Solution @ Help
0 The import of solution: dox42 Client Libraries completed successfully.
Date Time s Type Display Name..| Name Status [
19:31:05.12 Denendencie !
' 19:30:43.62 Se
I
| 19:30:42.90 Publishing customizations... Se
I
. 19:30:42.27 Se
i
19:30:38.68 En
L
. -
»
I
. Md Pagel )
Download Log File Publish All Customizations Close

After the publishing has finished (the overlay “Publishing customizations...” disappears), click close to
close the import wizard.

If your system is in English, your entities “dox42 Service Connection” and “dox42 Template Connection”
will automatically appear in the Settings area.

If your system is in German (or any other language), please click on your entities “dox42 Service
Connection” and “dox42 Template Connection” and select in which areas those entities should appear
(e.g. in the Settings menu). (see German screenshot below).

B Losung: doxd2 Client Libraries - Micrasoft Dynamics 365 - Gaogle Chrome

— m] X
& doxd2test.crmd.dynamics.com/tools/solution/edit.aspx?id=%7bBCO73DF8-FCD6-4BEB-AADI-436ABAS5ECER%Td BB a
g i PowerApps i
m I | =33 Avhsngigkeiten anzsigen B Lésungsebenen | (g Versffentlichen | [H] Symbole skaualisieren K Leschan [ Verwsitete Eigenschafien @Hite ~

dox42 Service Connection
o Informationen

LBsung doxA42 Client Libraries

& informations:
=

Allgemsin  Hauptield | Steusrelemants

Entitatsdefinition

Virtuelle Entitst

Bereiche. in denen diese Entitit angezeigt wird
Vertrish

Schulung

Service Marketing

GeschafproTesTEME TPEEr R £rataTy ¢

Kemmunikation und Zusammenarbeit
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If you are importing the dox42 Dynamics CRM | D365 CE solution as a managed solution and the entities
are not shown in the settings area, you need to enable them via Settings > Customize the System >
Entities. Follow Resolution 2 described in this document.

Solution version 1_6 and above includes a dox42 model driven app, with which you can access the
dox42 Service Connection and Template Configuration via your Dynamics Apps. We recommend to use
the model driven app, when working with the dox42 pop up integration (option 2 described above).

Dynamics 365 Mabile - b... Field Service Field Service Mobile Hub fir die Losungsinteg... Kundenservicehub

9.3. Security Roles

The solution also contains security roles which regulate the access to the two dox42 entities “dox42
Service Connection” and “dox42 Template Connection”. The dox42 Global Admin has full rights for both
entities, whereas the dox42 template manager can edit dox42 template configurations, but can only
read service connections. The dox42 User role only has read only permissions on both entities, and
needs to be assigned to all users generating documents.

P doxd? Template Configuration doxd2_templateconfig  Entitdt

h' doxd? Senvice Connection dowd?_serviceconnecti.. Entitdt

doxd2 Template Manager doxd2 Template Mana... Sicherheitsrolle

doxd2 User doxd2 User Sicherheitsrolle

doxd? Global Admin doxd2 Global Admin Sicherheitsrolle
¥ doxd?_arrow32.png doxd2_arrow32.png Webressource
[ doxd? ¢ ientlib.js doxd2_clientlib.js Webressource
| doxd?_adaljs doxd?2_adal.js Webressource
¥ doxd?_arrowl6.png dexd2_arrow16.png Webressource
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Manage your security roles by switching to the menu Settings > Security > Users. Then select your
desired users, click on Manage Roles and add the dox42 Security Roles to the users.

Dynamics 365

=+ NEW & APPROVEEMAIL i REJECT EMAIL &4 PROMOTE TO ADMIN 9 MAMAGE ROLES | “a CHANGE BUSINESS UNIT % CHANGE MANAGER A CHANGE POSITION  * SEND DIRECT EMAIL ===

+ Enabled Users ~

[ | Full Name o | site | Business Unit | Title | Pasition | Main Phone
Agnes Rameder doxd2test
Almir Imeri doxd2test
Bettina Mihlburger doxd2test
Business Application Platform Service account doxdZtest
& Celina Bentley dowdPtest Manage User Roles x
What roles would you like to apply to the 4 Users you have selected?
Christian Bauer doxd2test
Christian Tauchmann doxd2test
& Claudius Cloud doxd2test -
Demo Dynamics doxd2test
Denise Valentin doxd2test
Fabian Huber doxd2test -
Johannes Linder doxd2test 9 s you assign secu ur users, you will enable
and the ability to extr. - is enabled thro
Leon Emmer cdoxd2test
-
Lisa Pulsinger doxd2test
Michaela Mitarbeiter doxd2test

By default the rights for the “dox42 User” and “dox42 Template Manager” are set on business unit level.
Should you require the rights to be set on organization level, please switch to Settings > Security >
Security Roles, select the desired security role, move to the “Custom Entities” Tab and click a few times
on the rights until they are set on the appropriate level. A green dot indicates rights on organizational
level.

3 Power Apps

ﬂ H B ssveondcose [ dpactions- @ Heio -

| — | Security Role: dox42 User Working on solution: Standardiésung

Service Management | Customizai Missing Entities ~ Business I-'rru:es;=l

Details Core Records Marketing Saler Service Suziness M

00000000 CH
o000 0
O00O0O0(

Datsflow C C
dond2 Service ction C C
dowd Templ figuration C C -

| The Read privilege on dox42 Template Configuration is set to Business Unit, click to change. |
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9.4. Adding dox42 Server configurations to Dynamics 365

Add a new dox42 Service Connection either via the dox42 custom entities in the settings area, or via the

dox42 model driven app:

Settings

Extensions

dox42 Service Conn...
doxd2 Template Con...

+ NEW [ DELETE | + > EMAILALINK | ~ oPFLOW ~ [} RUN REPORT ~

= Active dox42 Service Connections ¥

| Name 4 Server Url

DOX42 SERVICE CONNECTION : INFORMATION

dox42 demo config =

dox42 demeo config

Name *

Server Url https:// .dox42.online/
App Id (for AAD) 06402245

Template base url htt

EXCEL TEMPLATES ~

B, EXPORTTO EXCEL | ~ iy IMPORT DATA

| Template base url

Tenant Id (for AAD) 11e6b3e1-

oll CHART PANE ~

o~

LRy

s

Created On

Created By

Madified On

Modified By

dox42 Online Server

r

:| « ] pelete & Endpoint
@ cot = second? We woullf love your feedback on Micry
Display name : dojdz Online Serveg,
Application (client) ID : 0640224f-

Directory (tenant) ID @ 11e6b3el- -

Object ID

lentity platform (previously Azure AD for developer). =

»

Supported account types :
Redirect URIs
Application ID URI

Managed application in ...

: Add an /

Ay organization only

public client

: dox42 Online Server

For AAD authentication with adal paste the "Application (client) ID" and the "Directory (tenant) ID" from
the Application Registration into "App Id (for AAD)" and "Tenant Id (for AAD)".
You can skip this step, if you do not need AAD authentication. For instructions on your dox42 app
registration with AAD, please follow the steps mentioned in Chapter 6.
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This is the interface when using the dox42 model driven app: (Go to your Dynamics Apps > dox42 >
dox42 Service Connections and click on New.

Dynamics 365 | dox42 P Search

< B = save @ Save & Close | New [ Deactivate [i] Delete () Refresh © Check Access £, Assign

H . .
(Rl dox42_Online_Testing - saved
® Recent N dox42 Service Connection
s~ Pinned % General Related

dox42 Settings

Name dox42_Online_Testing
I ¥ dox42 Service Conne...
&3 dox42 Template Con... Server Url *  https;//dox42test.dox42.online/ @
App Id (for AAD) b51c08d1-2421-404a-a9bf-0254d9... Tenant Id (for AAD)

b3b67654-21fd-4d0c-9e96-b9d38e...

Template base url https://dox42test.sharepoint.com/Dynamics365/

9.5. Adding template configurations to Dynamics 365

Add a new dox42 Template Configuration either via the dox42 custom entities in the settings area, or via
the dox42 model driven app:

Extensions

dox42 Service Conn...
doxd?2 Template Con...

Settings

= NEW [ DELETE | = @ EMAILALINK |~ o/FLOW ~ [F] RUN REPORT = EXCEL TEMPLATES ~ @,_, EXPORT TO EXCEL | ~

+ |Active Dox42 Template Configurations v

MName Service Template Url (relative to template base url) Ope

Enter the values for your dox42 Service, Template, Http Method, Operation and Query String. When

working with the dox42 pop up (integration option 2) also add the primary entity, language and other
parameters.

e Name: When using option 1, the name of the template configuration has to match the name you

will use in the ribbon workbench button command action (see 9.6). When using option 2 (dox42
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pop-up), the name you put here, is the name that will be displayed for this template in the dox42
pop-up

e Location of the template: The location of the template is build out of the service connection
(Template base url) and the Template Url of the template configuration. These two values are
concatenated. If you are generating Excel spreadsheets, please specify the path of the data map.

o Http Method: Choose if your dox42 call should use the method “GET” or “POST”. If you generate
a document from a list with several Ids or when using the dox42 pop-up and a Requestbody as
input parameter, specify “POST”. Selecting “Auto” ensures that whenever you pass a list of Ids,
the request method will be POST, otherwise GET is used automatically.

e QOperation: Use “Generate Document” for Word templates, “Generate Slides” for PowerPoint
templates and “Generate SpreadSheet” for Excel templates.

e Additional Query String: You need to define your dox42 Output actions here. E.g. if you want to
return your document as pdf, the Additonal Query string looks like this:
ReturnAction.Format=pdf. Find all dox42 parameters in the dox42 Server documentation. In
Chapter 5 of this documentation you can find the dox42 CRM output action for attaching
documents as an annotation to an entity.

DOX42 SERVICE CONNECTION : INFORMATION DOX42 TEMPLATE CONFIGURATION : INFORMATION

dox42 demo config ~= Companylist =

4 4
Name * doxd2 demo confi N
Name g Name * Companylist Service ™ dox42 demo config
Server Url https://. dox42.online/

Templats
to temp

lative CompanyList.docx
base url)

App Id (for AAD) Tenant Id (for AAD)
Operation nerate SpreadSheet Additional Query returnAction.format=de

String

Template base url httpsi//2 /Shared%20Documents/
< ] Documents- AllD: % + /
< c ] /Shared%20Documents/Forms/Allltems.aspx
i Apps (D) Geizhals Osterreich & Technologien-Tec.. @ IntranetHomepage o Wetter B8 Odin A CatCoderby Calf. @ ITSViennaRegion.. @ ITSViennaRegion.. @ Llogin & PassMark - CPUBe.. aceDac CRM Exchs

SharERaint L ey _

Home + New ~ T Upload v / Quickedit <3 Sync @8 Exge

to Excel oF PowerApps v~ o Flow v -+

Conversations

Documents Documents

Shared with us

Notebook D Name Modified Modified By + Add column
@ :‘Company\_lst.docx A few seconds age

Pages

Download the dox42 Server Designer from www.dox42.com/modules/download for an easy set-up of
the query string. When using the server designer to set-up your query string, you can just copy and
paste the string with the correct format to your Additional Query string field.
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dox42 Server Designer:

-

dox42 SOAP Service URL: _ http: //azuro.dox42. com/dox42service .asmx

b I ) Input Parameters a ' II — 1y =1 PrintAction P CRMOutputAction Clone 5

B & SQLAction () AzwreBlobStorageAction X Delete
cal Add Call SharepointAction  SaveAction EMailAction ReturnAction -
erdir Service Header Login ft Action

5| Cal - Enployee List - Retum Action Employee List - Return Action

REST URL:

GenerateDocument
K‘ Operation : GenerateDocument hitp.//azuro.dox42.com/dox4 2Rest Service ashx Operation=Generate Document 4 Doc Template =https %. A% 2F https://dox42test.sh com k Jdoxd...

%2Fdoxd2test sharepoint com %.2F Employees . 2Fdax42 Templates . 2F Employee
‘N TemplatePath - hitps//dox42test sharepoint | +List docx&RetumAction Format=pdf
P Name : Employee List - Retum Action
I magePath

b AzureAD Login
7 RetumAction
Open Browser to call dox42 REST Service
dox42 PowerAutomate Connector Parameters( Query String for dox42 SharePoint and CE | CRM App
&Retum Action. Format=pdf
oA e URL and Query String for dox42 Apps

When working with the dox42 pop-up, you should configure your dox42 templates via the model
driven app:

Dynamics 363 - — _

= ¢« H o  Bsae @G Save&Close - New [} Deactivate [i] Delete () Refresh @ Check Access R, Assign  |# Share [ Emailalink G5 Word Templates [l Run Report
SO SalesQuote_popup - saved

:; Recent v dox42 Template Configuration

5 Pinned ~ General Related

Settings & Configuration

* SalesQuote_popup Service * B dox42_online
{3 doxd2 Service Conne...

I €F  dox42 Template Con..

sales_Quote FormatTest docx

Hitp Method POST

Operation *  Generate Document ;‘{;Cﬂa Query &ReturnAction Filename=Salesquote. <%Parameters formats > &ReturnAction F...
Primary Entity Quote ~ -anguage EN

Output Types PDF, DOCX

Access the dox42 model driven app through your Dynamics apps and click on dox42 Template
Configuration. Click on New. Additionally to all the parameters already mentioned above you need to
choose the primary entity the template should be displayed on - this is obligatory if you work with the
dox42 pop-up (integration option 2). You can also select the language of the template, the format
extensions available or any other parameter you decide to provide for your templates.

The Language parameter serves as a categorizer for your dox42 pop-up. If you select English here, then
this template configuration will be shown when you select EN in the popup, if you selected DE it will be
shown alongside all DE templates in your popup. You can add further languages within the dox42

Dynamics CRM solution (Adavanced Settings > solutions> dox42 client libraries > languages.)
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If you use the “Output Types” to dynamically choose the format the document should be generated as
from your popup, you will need to specify your input parameter in your dox42 template as
“RequestBody” and include “format” as one parameter. See chapter 9.8.2 for a detailed description of
the RequestBody input parameter. In this case, the additional query string then needs to have variables
for the format. E.g. ReturnAction.Format=<%parameters.format%>

9.6. Adding Buttons to your entity forms, grids and subgrids

To display your dox42 document generation calls on your entity forms and grids you need to integrate
them via buttons on the desired position. You can do this with Ribbon Workbench or Power Apps (see
chapter 9.8.5.)

If you decide to integrate your dox42 buttons via Ribbon Workbench, follow the steps in this chapter.
First, set up a new solution in your Dynamics settings (Settings > Solutions > New) and add the entity to
which you want to add your dox42 button. You can also upload the custom icons for your ribbon buttons
here.

I € Lasung: doxd2_oppertunity_ribbeon - Microsoft Dynamics 285 - Google Chrome = O X I

¥ @ doxd2test.crmd.dynamics.com/tools/solution/edit.aspx7id=%7bEDSBFCOD

PowerApps

t2

"'! I B Seeichem undschlisien £} o3 Abhdngighsiten snzsigen | [ Lisung sxportieren | @ Obersstungen - | [ Alle Anpassungen verdffentlichen g Mktionan « @ Hire -
[
, LBsung: doxd2_opportunty_ribbon
Fid

12 Komponenten

Losung dox4Z artunity_ribbon
of + =l L8 Komponententyp  Alle v

§F Informationen N e i e I S, s T T N e

IMeu~ x Element hinzuflgen » | 3 Ldsche S Entfernes O Verdffentlichen w3 Abhdngigksiten anzeigs: i Ldsungsebenen S Erforderliche Komponemzn hinzuflgen

Kompanenten & venwatate

D | Anzeigename ‘T | Name | Typ | Zustand | Anpassbar | Beschreibung

erkaufschance opportunity Entitdt Verwaltet Ja Potenzielles Umsatz generierendes Ereignis oder...

=l
9 Verbindungsralien

Next, open Ribbon Workbench from your Settings>Customizations page in Dynamics (You need to install
it separately to your CRM.)

Open your newly added solution.

First, add a button (1) by dragging it to the desired position on your ribbon (2) and insert information like
an ID, label, description and image (3). Please fill in the “Modern Image” section with the same value
you added for “Image 32”, if you want your icon to appear in Dynamics CRM Modern Ul.

If you want to add a drop down button, choose “Split Button” (1) and drag it to the desired position on

you ribbon (2) , then drag a “Menu Section” (1) to the Split Button. Next, you drag more buttons (1) to
the drop down area of your Split Button (2) and configure them as described below (3).
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Ribbon Workbench 2016 sams wy tesn

YYYYYYY
LaRLLNRSS

SOUUTION EAMENTS Bropertier Contiol LANGUAGE | Garman - Gemnam{1031] %
Entity | quote ¥
TABS (0) A

GROUPS (0) A
BUTTONS (21
@
O rewaw

¢ HIDE ACTIONS (D) A

COMMANDS (10] ~ 4

Next you need to add your commands to the button. Click the + sign in the menu Command Bar >
Solution Elements in the lower left corner of your screen (4).

9.7.dox42 integration option 1: use one button for each dox42 template

In the example below the CommandAction for Option 1 is defined. By following this approach you will
add a separate button for each document template you want to call. How to add only one button for a
list of templates in the dox42 Popup (Option 2) will be explained in chapter 9.8.4

For the CommandAction define:

I Id doxd2.account.CreateDocument.Command

Actions A,

Custom Javascript Action Swebresource:doxdZ_adaljs = isNaN A

Library $webresourceidoxd2_adal js 2 Eotem s ishal

Add Parameter

Custom Javaseript Action Swebresourceidoxd2_clientlibjs = generateFile

Library Swebresource:dox42_clientlib.js D Function Name generateFile

String Parameter = Companylist A

Value Companylist

l Crm Parameter = SclectedControlSelecteditemids

Add Parameter

The first JavaScript Action is isNaN from the Library dox42_adal.js.
This loads the ADAL script.

The second JavaScript Actions is generateFile from the Library dox42_clientlib.js.
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Pass the name of the Template configuration (configured as dox42 Template — see 9.5) as first parameter
and the SelectedControlSelecteditemlds (Crm Parameter) as second parameter to the generateFile

method.

You can continue this with as many dox42 commands as you may need. Next, publish your solution (click
on Publish in the upper left corner of your Ribbon Workbench solution).

If you switch back to your CRM page, your newly added dox42 buttons will appear in the command
ribbon.

i  Dynamics365 v  Vertriebshub  Vervieb > Verkaufschancen > Solar Panels Proposal

Solar Panels Proposal
Jerkaufschance - Verkaufschance

ome
5> Angeneftet v Vertriebsprozess Verkauf... @
Aidiv fir 79 Tage < Qualifizieren (79 Tge.) Entwickein Vorschlagen

Zusammenfassung  Produktpositionen  Angebote  Dateien  Verknupft

Solar Panels Proposal

Michaela Mitarbeiter

michaela mitarbeiter@aeus at

9.7.1. Adding Ribbon buttons to lists

When adding dox42 buttons to lists, which allows you to select one or several items for your document
generation, use the input parameter “RequestBody” instead of “id” in your document template.
Furthermore, you will need to add a JSON data source to your template. You can find a sample template
in your download package (Folder CRM_ProductList_ JSON_sampletemplate). In your dox42 template
configuration in CRM, specify “Auto” or “POST” as Http Method (see Chapter 9.5).

In Ribbon workbench, instead of placing the button on the form, you need to place it on the
homepageGrid.MainTab of your entity (the top ribbon displayed in your Ribbon Worbench set-up).

If you insert the button to a Classic Ul CRM environment, please follow the approach described above —
see 9.6. For your button to be shown in a Unified Ul CRM environment, you need to add a Display enable
rule (SelectionCountRule with a Minimum of 1) to your button command. This will have the effect that
your button in Unified Ul environment will be shown as soon as you select at least one item:
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LAN

I d er511.product.List

Actions

Add Parameter

Library $webresource:dox42_adaljs

Custom Javascript Action $webresource:doxd?_adaljs » isNaN A

| Function Name shaN

Library $webresourceidox42_clientlipjs

Custom Javascript Action Swebresource:doxd2_dlientlibjs > generateFile A

"| Function Name generatefile

I String Parameter = selected products

Crm Parameter = SelectedControlSelectedltemlds

Add Parameter

Add Action
Display Rules a,

Optional: Use 'Add Display Rule’ if you want to maks the visibility dynamic.

454 Display Rule
Enable Rules

I cr511.product.EnableRulef.modern

434 Erable Rule

Properties: Enable Rule

d or511.groduct.EnableRuled.modern

Fal

4

SelectionCountRule A
Default
AppliesTo

Maximurm

¥ | InvertResult \

¥ | Minimum 1

Add St=p

Again, after you publish your solution, your button will be shown in the ribbon of your selected form.
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9.7.2. More Information on Ribbon Workbench

If you are looking for a more detailed introduction to Ribbon Workbench, please follow this link.

9.7.3. Video Guide for D365 CE | CRM dox42 integration (Option 1)

For a detailed video guide on how to integrate dox42 with your Dynamics CRM | D365 CE , watch our
dox42 Class tutorials:

English Class:

https://www.dox42.com/Resources?filter[]=.tutorialvideo.CE-CRM&search=/class/i&

German Class:

https://www.dox42.com/de/Resources?filter[]=.tutorialvideo.CE-CRM&search=/class/i&

9.8.dox42 integration option 2: dox42 popup

This chapter explains how you can work with the dox42 pop-up web resource and how you can
customize your dox42 pop-up web resources to your own liking. (Available from dox42 solution version
1_6 and above). The dox42 pop-up allows you to choose which template to generate in one simple
overview and also gives you the opportunity to pass on further input parameters like a dynamic format, a
language switcher, additional text or choosing to attach the document to a CRM email, at runtime. You
can specify yourself which parameters should be available on the pop-up. Here is an example of how the
dox42 pop-up can look like:

The dox42 solution version 1_6 and above delivers three sample popup web resources.
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1. dox42_apps/dox42_Popup - includes the template selector, a language switcher and the
function to attach your generated document to a CRM e-mail.

2. dox42_apps/dox42_Popup_Format.htm = includes the template selector, a language switcher,
a file format selector as well as the function to attach your generated document to a CRM e-
mail. (shown in screenshot above)

3. dox42_apps/dox42_Popup_Example.htm = next to all functions provided in the popups
mentioned above, this webresource contains further parameters like an additional comment
field or check-boxes. We’ve included it in the solution to provide you with examples how you can
customize the pop-up windows yourself.

When using popups 2 and 3, be aware that your templates need to have their input parameter
structured as a Requestbody JSON. This is needed in order to include the dynamic format or other
information provided through the popup. You will also need to set the http method to “POST” in your
dox42 template configuration and your Additional query string needs to contain dynamic values e.g.

ReturnAction.Format=<%JSON.format%>. See chapter 9.8.2 for further details.
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9.8.1. Adjusting the dox42 Popup web resource to your needs

You can skip this chapter, if you do not want/need to modify the delivered web resources to your own
needs.

First, get yourself familiar with the dox42 Popup web resource. There are three different dox42 pop-up
webresources shipped with dox42 solution 1_6 and above. This chapter explains different sections in the
HTML code to give you the information required to customize the pop-up to your needs. You can create
as many different dox42 pop-up web resources as you wish.

In the most basic sense, the pop-up web resource is an HTML form that is submitted when you press
“Generate” and delivers form data to the Javascript code within the dox42 CRM solution, which in turn
converts it to a JSON object that is sent via the request body.

Go to Settings > Solutions > dox42 Client libraries and Open the webresource “dox42Popup.html”

@ dox42test.crmd.dynamics.com/tools/solution/edit.aspx?id=%7bFE6638EC-8641-45CC-A2CE-F654516919EA%Td
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1-15 von 15 {1 ausgewahit)
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Click on the Text-Editor to get a preview of how the standard pop-up looks like. Change to the Source tab
to review and adjust the web resource to your liking.

In the screenshot below you can find the full HTML code that is used within the sample web resource. If
you want to further adjust your pop-up, e.g. include different input parameters or remove some, this
section will help you.
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class=

class=

< >Select a Template: </
</ >
< class=

< class=

< class= name=
selected= >Template Name 1</

>Template Name 2</ >

</

class=
< class= >
< >Choose a Format: </
</ >
< class=
< class= >
< class= name=

selected= >docx</
>pdf</

</

class=
< class= >
< >Enter a value: </
</ >
< class=
< class= placeholder=
</ >
>

>
>Checkbox 1</
value=

type=

>
>Checkbox 2</
value=

type=

CRM Email?</
class=
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The main form for input parameters and other options may contain any kind of form element, for
example textboxes, checkboxes, selects, radio buttons etc. The form data is handled in the clientlib.js file.
Now you might notice, some form elements have the HTML class “exclude”. With this class you can
differentiate which form data elements should be saved to the input parameter JSON object and which
should be saved to the session storage where they can be retrieved later for another purpose. You must
retrieve the value of these elements yourself; they will not work automatically. Choosing this approach,
it is recommended that you define global variables at the start of the file to avoid any errors due to typos.
For the default pop-up it looks like below.

getItem
getItem

getItem
getItem false

Also, it is recommended to handle some form elements with hidden fields with the same name,
especially checkboxes and radio buttons, since these elements are “not valid form data” if they are not
checked and will therefore not be saved as form data, which could lead to problems in the template.

The value of the checkbox overwrites the value of the hidden input if it returns a value (i. e. “on”).

You can add as many dox42 pop-up web resources as you wish, for example if you want to have a
separate pop-up per entity. For that simply copy the HTML content of the “dox42Popup” web resource
and paste it into a new web resource within the dox42 client libraries solution.

9.8.2. Setting up RequestBody input parameters

The templates you generate via the dox42 pop-up options 2 and 3 need to have one input parameter
called “RequestBody”, for pop-up option 1 you can also use “RequestBody” or alternatively “Id” to pull
the GUID of your primary entity. In the “RequestBody” input parameter you pass on all additional
parameters that you include in your pop-up in JSON format, e.g. a format switcher or an additional text
field.
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When you generate your document, the Requestbody is saved as JSON and looks like the one in the
screenshot below. You can also find it in your logfile on your dox42 Online or Server instance.

=
"UserId":"18156D66-911E-E711-8127-EBB71B6641E1",
"Ids":[ &
{2
"id":"73A2C21C-40206-E711-8122-E0B71B647F41"

1,
"Environment":"https://dox42test.crmd.dynamics.com",
“format" :"docx”,

"TextboxValuel1":"BlaBla",

"CheckboxValue1" :"on",

“CheckboxValue2" :"on"

b

Within your dox42 Add-in (V4321 and above) you can easily insert a RequestBody sample input
parameter, by clicking on Input parameter, selecting the input type Text and clicking on “D365 CE
Request Body”:

File Data Sources

q @ a [ - AR & 036560 Report 5 5 Filter A Edit x
e Input Parameter X > B t
Database Excel WebService SharePoll =
Parameter lata Source A eld W Down

Input Parameter Name

e 1
[ o Input Parameter. RequestBody ommen

#:1 XML/JSON Data Source: paramef

+ @ Excel Data Source: D365_Conned
& D365 CE | CRM | Dataverse: Contj
o p D365 CE | CRM | Dataverse: Conty
P D365 CE | CRM | Dataverse: Com
# & Sharepoint: Policy
& @& Sharepoint: Signature
B D365 CE | CRM | Dataverse: Com
P D365 CE | CRM | Dataverse: Com
#:1 XML/JSON Data Source: ids

e -
Default Value {UsrI™ X000 IR -X XN HXXAXCKKK XXX, s
" "XOROOCOO XX IOOOK
[ choose File XXOOOOOOCOCKKY],"Environment” "hitps /lexampleCompany.crm dynamics

com* “CustomParameter1™“value” “CustomParameter2™ “value"}
[] cheose Directory

| Password ()

Insert Data Field

IDs Dafault Sampla D365 CE Request Body

Lookup Link

Caption Lookup Link

0K x Cancel

EmployeeContract_FormatTest.dm

This loads the correct JSON structure for your RequestBody. Adjust it to your needs and enter one
sample entry with valid Id inputs here, to be able to properly test your template. Don’t forget to name
the input parameter “RequestBody”.

Next the JSON needs to be resolved using an XML/JSON data source in your template. Add a new
XML/JSON data source and load your input parameter via the Get functionality. Also here, you can
quickly load the correct structure for your JSON by selecting D365 CE Request Body in the
SharePoint/MultiValue Field/Apps dropdown:
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i+ 4 Excel Data Sourt

i D365 CE|CRM | Fields:
# & D365 CE | CRM
» D365 CE | CRM

Tag/Attribute Name/XPath

Userld

Ids
Emvironment

[+ @ Sharepoint: PDI:J
@ Sharepoint: Sig

Customf

# D365 CE | CRM
» D365 CE | CRM
@ XML/JSON Data

CustomP

o % o

T

Ernpll:weeCnntmd;_FnrmatTes!:dn

Next, make sure that you resolve the complex type field for Ids. For that, you simply add another

XML/JSON data source to separate them into various id entries:

Data Map Designer

(@ Excel Data Source: DJ

o KML/ISON %
0 L. B Mot
Input  Database Excel WeG§ URLXMLIUSON: |GET vl | W,%
Insert Data Field Usemame/Password |
® Input Parameter: Req Init
#[2 XML/JSON Data Sour SharsPoint Multvalue Field/Apps: | ¥|| mithomXSDXMLUSONMSDL |

i b D365 CE | CRM | Datg moment

# p D365 CE | CRM | Da

» D365 CE | CRM | Data &% Tag/Allibule NamerxPatn D212 Field

# @ Sharepoint: Policy T

i @ Sharepoint: Signature
b D365 CE | CRM | Data
> D365 CE | CRM | Dalj

=149 XML/JSON Data Soul

# url: <%parameters.i
# rootelement: id

EmployeeContract_FormatT est.dm

You can now use your two new XML/JSON data sources for anything you want. Use the ids to filter your
primary data source, add a text field to your template or define an additional query string in the dox42
Template Configuration in Dynamics (see below) with a dynamic format, for example:

ReturnAction.Format=<%parameters.format%>&ReturnAction.Filename=Contract.<%parameters.form

at%>
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9.8.3. Template Configuration in Dynamics CRM

Next you need to set-up your template configuration via the dox42 model driven app. Make sure that
the HTTP method is set to POST when using pop-ups options 2 or 3. Do not forget to set the primary
entity for each template configuration you want to show within your popups. In case you cannot find
your desired entity in the primary entity dropdown, access the template configuration via your Dynamics
Advanced Settings > Extensions and write the name of the primary entity in the plain text field. All details
regarding the template configuration are explained in chapter 9.5.

e — 2= _

[ Emailalink  E Word Templates ~~+  [1l] Run Report

= ¢ |H O @swe g Swesdose - New [3Deactivate T[] Delete () Refresh @ CheckAccess R, Assign 1 Share
fam
& (e SalesQuote_popup - savec
O Recent dox42 Template Configuration
= Pinned ~  General Related
Settings & Configuration
Name * SalesQuote_popup Senice * [ dox42_Online

¢} dox42 Service Conne...

Sales Quote_FormatTestdocx

Additional Query

Operation *  Generate Document String &ReturnAction.Fi <%Par; format%. ction.F...
Primary Entity Quote > v  Llanguage EN
Output Types PDF, DOCX

9.8.4. Adding the dox42 pop-up button via Ribbon Workbench

Finally, you need to add one button for your dox42 Popup web resource by using Ribbon Workbench or
Power Apps. If you use Ribbon Workbench, the command needs to be structured as in the screenshot

below:
You need to call the function “popupWebResource” and the String Parameter you need to supply are

the name of the target web resource you want to display in the pop-up and the
“SelectedControlSelecteditemids” CRM parameter.

Properties: Command LAMGI
I d new.guote.Command 16.POPUP
Actions a,
Custom Javascript Action Swebresource:dond?_adaljs » isNal A
Library $webresource:doxd2_adaljs M| Function Name ishlaM
Add Paramster
Custom Javascript Action Swebresource:doxd?_clientlibjs » popup\WebResource A
Library $webrzsource:doxdZ_clientlibjs l Function Name poepupWebResource
I String Parameter = doxd2_apps/doxd2 Popup
l Crm Parameter = SelectedControlSelecteditemlds +
II Add Paramster
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Add the command to your button, click on publish and the button will appear on the location you
placed it within Ribbon workbench. A complete description on how to add the button to a form, grid or
sub-grid is found in chapter 9.6.

Do not forget to add a button with Ribbon Workbench or Power Apps on every entity you want your
pop-up to appear!

9.8.5. Adding the dox42 pop-up button via Power Apps

Another method of how to integrate your dox42 buttons to your entity forms and grids, is to use Power
Apps. Microsoft has recently launched this possibility.

Open your D365 CE Solution via Power Apps and click on “edit in preview”.
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s Environment
iit  Power Apps L search B Joxadtest

= + Newapp v Edit| ~ D> Play & Share | Performance (preview) EN Monitor [i] Delete ¢82 Settings (D Details & Addt
{@ Home
/
Edit ¢~ Editin preview
Learn
Apps Component libraries (preview) B> Play
| ' Apps
|2 Share
~+ Create
B Name L~ Performance (preview) Owner
8 Data -~ &  Kundenservicehub A Monitor SYSTEM
Bl ' Customer Service workspace ] Delete SYSTEM
. £33 Settings
Choices ) Field Service Lisa Pulsinger
- @ Details
statious .‘) Field Service Mobile Lisa Pulsinger
& Add to Teams
Azure Synapse Link .
k dox42 (" Deactivate Celina Bentley
Connections
Q@ @ salesHub @ 3 mo ago SYSTEM

Next, decide on which entity you would like to display your dox42 button on and click on “Edit in
command bar”.

Power Apps | Innovation Challenge

-+ New page €3 Settings [ Switch to classic

Pages X

I | L Search

s -+ New page

A
g H App

N Account

[3] Account form f Edit command bar (preview)

E Account view [il] Remove 'Account’

Then select whether you would like to place your dox42 button on the entity form (main form) oron a
grid or subgrid.

Now you can add your button via a new command.
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Power Apps | Sales Hub > Contacts > Main form

+ New = Duplicate ' Hide [ Delete ) > Play
Visible ‘ =| fic |true v
=  Commands x Command >
@ Set Regarding dox42_new P View in Dynamics 365 Save ~ Mark Complete
dox42_new
I O Search
& Save&Close —+ New -+ New [ Activate [ Deactivate 33 Connect -
e
= AdA ta Markatinn Lict ArvA? naman R Bccian IR Email a link Til Nalata Anva2 new

To display the dox42 Popup upon a click on the button you are adding, please add the following details
to your command:

Command >

dox42

Label

dox42

ID

99bcbd6ag7bb4

Icon

Use web resource v
Library

o dox42 arrow32.png | £

-+ Add web resource

Tooltip title

dox42

Action (D

Run JavaScript ~

Library
dox42_clientlib.js v £

-+ Add library

popupWebResource

Parameter 1 X

‘ String N ‘

‘ dox42_apps/dox42_Popup_Format.htm

Parameter 2 X

‘ SelectedControlSelecteditemlids ~ ‘

— Add parameter

Visibility ()

Show on condition from formula ~
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To call dox42 via this button, you need to integrate the dox42_clientlib.js Javascript as a “Run Javascript”
Action to this command. Add two parameters:

Parameter 1: String Parameter, and the value is the name of the dox42 pop-up web resource you would
like to integrate, e.g. dox42_apps/dox42_Popup_Format.htm (for pop-up options 2 and 3 please adjust
accordingly).

Parameter 2: SelectedControlSelectedltemlds

To be able to add a Javascript Function to your button, you need to change the visibility from “Always
show” to “Show on condition from formula”.

See https://docs.microsoft.com/en-us/powerapps/maker/model-driven-apps/use-command-
designer#tactions for further details.

Once you are done, click on “Save and Publish” and the button with the dox42 Pop-up will appear in your
D365 CE:
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10. Adding a dox42 Call via IFRAME to your Dynamics CE|CRM Forms

As an alternative to chapter 9 and if you wish for your dox42 calls to be added directly to an entity form,
rather than via a Ribbon Workbench button in the command bar, you can integrate dox42 calls via an
HTML webresource/IFRAME to your entity form.

10.1. Configure the JavaScript Interface

First, configure your JavaScript Interface. For this, please follow the instructions for the
AzureAD_dox42_javascript_interface mentioned in the Azure Active directory documentation. You can
find the JavaScript in your download package.

10.2. Set up an HTML webresource for the JavaScript Interface

For this please change to Settings > Customization > Customize System.

Settings v | customizations

--

Settings

Business Customization System Process Center Application
Business Managems E Administration Email Configuration = Processes [:' Interactive Service H... E
Templates ..; Solutions m Security Activity Feeds Conf . My Apps

Product Catalog Microsoft AppSource m Data Management E Activity Feeds Rules N
A Scrvice Management PR Plug-In Trace L BN <ystem ol B oy 365 App f
Ay Service Managemen ug-In Trace Log #Y System Jobs [ Dynamics pp f.
Mobile Offline Solutions History Document Manage Sales Insights
E Sync Error E Auditing

Now a new window opens with all your custom components of your CRM. Click on the web resources
button in the left context menu and after that click on New.
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B Lssung: Standardissung - Microsoft Dynamics 365 - Google Chrome

@ dox42test.crm4.dynamics.com jit.aspx?id 1140aaf-4df4-11 1

PowerApps |

Neue Umgebung testen

o Neue Umgebung testen  Es gibt ine

% Ubersetzungen » | (@Y Alle Anpassungen verdffentlichen 5 Aktionen ~

T Losung exportieren

2 ’
IH k3 speichern und sct A gkeiten anzeigen
. e peichem un bhangigke g
: ;
Lasung: Standal

Ssung
= 9
[ 4 Webressourcen

Lésung Standardlésung

L

Komponententyp | Webressource ¥ | Ansicht |Anpassbar

X Lsschen

A Verwaltete Eigenschaften Weitere Aktionen +

) Verdffentlichen | =33 Abhangigkeiten anzeigen 2 Losungsebenen

fxl

X

W Hilfe -

[J | Anzeigename Name Typ Anpassbar Beschreibung
new_aad_interface_rib...  Skript (JScript)  Nicht verwaltet Ja
_translationstatus.txt msdyncrm_/libs/ckedit. Skript (JScript) Ve t Ja _translatio Englisck
translationstatus.txt msdyncrm_/libs/ckedit.. Skript Ja translations Englisck
L)
o msdyncrm_/Localizati..  Skript (JScript Ja 1025.txt web resource
[E] Dialogfelder
msdyncrm_/Localizati...  Skript Ja 10 ce
crm_/Localizati...  Skript (JS Ja b resource Englisch
m alizati Ja
msdyncrm_/Localizati.. Ja rce Englisc
»
4 4 eite1 b

Now add your previously configured AzureAD_dox42_javascript_interface JS as Type HTML
webresource.

Click the button “Text-Editor” to add your JavaScript/HTML Code.

Save and Publish your webresource.
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FEF PowerApps I
|5 SPEICHERN  [[j LOSCHEN &, VORSCHAU =3 ABHANGIGKEITEN ANZEI...

s Lésung: Standard|ésung
— @ Webressource: aad_Interface

Allgemein Abhéngigkeiten

Allgemein
Name * new_ aad_Interface
Anzeigename aad_Interface

Beschreibung

Inhalt
o Webseite (HTML) >
Sprache v
Datei hochladen Datei auswahlen |Keine ausgewahlt
URL
URL @rwm namics.com//\WebResources new@
Mobiltelefon

Fr mobile Nutzung aktivieren

You need to copy the URL of your newly added web resource and add it as reply URL to your Azure
Active Directory App Registration.

10.3. Add the web resource as IFRAME to your CRM form

Next you need to insert your web resource to your CRM page as an IFRAME using the D365 CRM form
editor. First open the desired form editor, e.g. from your quote overview.
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g#88 " Dynamics 365 ~ | Vertrieb -~ | Angebote > DemoQuote > ¥ 7 .
+ NEU il LOSCHEN | START PROCESS [ GENERATE DOCUMENTS  ~ [} BESTELLUNG ERSTELLEN [} UBERARBEITEN [ ANGEBOT FUR KUNDEN 3 ANGEBOT SCHLIESSEN ¢ @ X
. 3 Verarbeiten »
ANGEBOT | g U
Narne (O 1A 788,006 82 Zuweisen
Demo Quote -= .
J Freigeben
" /8H,00¢ @ Link per E-Mail senden
B Generat:
Adventure & Workflow ausfuhren
b (-) Rabatt (in % —
¥ Dialog starten
Generate
Contoso (-) Rabatt @] word-Vorlagen »
Pharma -
(] Bericht gusfiihren
Rabattierter Betrag 788,006 Save Q
lisa pulsinger
(+) Frachtgebiihr -
‘ E-Mail Quote
)
Pulsinger (+) Steuern gesamt 0.00€
Generate Draft E-Mail
Gesamtbetrag 788,00€
Adressen
Successfully logged in
Adre: -
Aktiv Schreibgeschutzt @

Now select the area where you would like the webresource to appear on your form, click the “Insert”
ribbon in the menu bar and select IFRAME.

Now configure your IFRAME settings. For the URL please add the URL of your previously added
webresource, as described in chapter 10.2.

Lsung: Standardissung

B IFRAME-Eigenschaften x

FRAME

4 Inhaltsibersicht

Andert die Eigenschaften dieses

4 Prozesssitzungen

Bezeichnung

Geben Sie die Bezeichnung dieses Felds in

—_— Formula an.

Sicherheit

Wahlen Sie aus, ob frameUbergreifendes Skripting
sing soll

Click OK, Save and Publish in order to have your dox42 calls appear on your form.
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11. Support

Should you have any questions, please do not hesitate to contact support@dox42.com. We are happy to
help you!

Good luck with dox42!
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