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1T What is dox42 Business Central
Integration?

The dox42 Business Central (BC) SaaS integration enables you to generate one or many documents
directly from BC. Technically, the dox42 Server and dox42 Online is a web service with REST and SOAP
interface and can therefore be integrated into almost any button, workflow, or specialist application,
independently.

2 Requirements for dox42 Online in BC
Online

The requirements to use dox42 are listed below:

» SharePoint Online

P dox42 Online server access or dox42 Server with web access
» Azure Active Directory access
»

Installed MODUS M365 dox42 Document Automation app in Business Central
(Microsoft AppSource)

Please contact info@dox42.com if any of the requirements are not met

3 Azure Active Directory Application for
dox42 Online

Using dox42 with AAD and/or with dox42 Online (Saas), requires the following properties:

P Application ID > is provided after the app registration in the Microsoft Admin Center
» Redirect URLs

» TenantID

» Client Secret for dox42 Server

Please note that you need (global-) Admin rights for some of the following steps:

e App registrations

e Enabling required permissions
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3.1dox42 App registrations

Firstly, you need to create an application in the Microsoft Azure AD admin center to set the AAD
permissions for the dox42 Add-In and Server.

1. Open the Office 365 Admin Center

2. Goto->“Admin centers” -> “Azure AD”, or click here to log in immediately:
https://aad.portal.azure.com

3. Click on “All services” -> “App registrations”

Azure Active Directory admin center T 0
<«
: All services [ fearch Al |
[Ed Dashboard IS !
= All services All
GENERAL (1)
H FAVORITES General
o . & Help + support Yo
B Azure Active Directory Identity
iié Enterprise applications Security IDENTITY (11)
... Users B Azure Active Directory *
i App registrations 82 Groups #

& Users *

® Azure AD Connect Health

B2 Fnternrice aoplications *
B, App registrations *
@ Identity Governance

i

Azure AD Conditional Access

)

4. Click on “New Registration”

Azure Active Directory admin center

€ All services > dox42 GmbH

=l sz dox42 GmbH | App registrations %

-
= All services Azure Active Directory
7 FAVORITES « t New registration &P Endpoints £* Troubleshooting L Download [ Preview features  Got feadback?

S Overview -
B Azure Active Directory o
All applications  Owned applications
' Getting started PR —

... Users

B e licat @ Preview hub P start typing 3 name or Application ID to filter these results
&2 Enterprise applications

K Diagnose and solve problems
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Now configure your dox42 application:

Azure Active Directory admin center

& All services > dox42 GmbH >

Edl Deshboard Register an application
= All services
* FAVORITES

* Name

b Azure Active Directory
The user-facing display name for this application (this can be changed later).

-
aa Users

dox42 documentation v

EEE Enterprise applications

Supported account types

Who can use this application or access this API?

\®) Accounts in this organizational directory only (dox42 GmbH only - Single tenanti

O Accounts in any organizational airectory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

‘ Web v | | https://dox42test.dox42.online/ Ve

By proceeding, you agree to the Microsoft Platform Policies !

Name your application accordingly (e.g. dox42 Online) and choose which accounts should have
access to your application. Also add a Web Redirect URI containing the link to your dox42 Server
instance and click on “Register”.

Note: In this documentation, we use the redirect URL of a dox42 Online server (SaaS):

https://yourcompany.dox42.online/

Now that you have registered your application, you can copy the Application (client ID) and Directory
(tenant ID) and paste it into an Excel Config file. This allows you to manage your configuration details
centralized. See Chapter 5.1.1 for more information on how to set up this config file.
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3.1.1 Token permissions

Next, you need to grant token permissions for your app. Within your newly added application, click on
“Redirect URLs".

center s 0Q &

re Active Directory ad

€ Allservices > dox42 GmbH >
Dashboard i
] dox42 documentation =
= All services
J FAVORITES ‘ O Search (Ctrl+/) ‘ « [i] Delete & Endpoints Preview features
» Azure Active Directory B Overview = A Essentials
& Users & . Display name Supported account types
Quickstart dox42 documentation My oraanization only
) [EfriEe gy e fens # " Integration assistant Application (client) ID Redirect URIs
4c372e73-eab8-42f5- XXXX 1 web, 0 spa, 1 public client
Manage Directory (tenant) ID Application 1D URI
= Branding b3b67654-21fd-4d0c- XXXX Add an Application ID URI
o Object ID Managed application in local directory
D Authentication cbe38d13-cebb-4e2¢- XXXX dox42 documentation
Certificates 8t secrets
ill Token configuration
Call APIs Documentation

9 APl permissions
Microsoft identity platform

& Expose an API . 4" . E Authentication scenarios

\
Authentication libraries
& App roles | Preview \A" b Code samples

Microsoft Graph
Owners Q & E Glossary
Help and Support

& Roles and administrators | Pre..
. Build more powerful apps with rich user and business data
Manifest from Microsoft services and your own company's data

sources.

Now, on the In the Implicit grants section of the Authentication register, tick both “Access tokens” and
“ID tokens”:

Azure Active Directory admin center

- Al services » doxd2 GmbH > doxd2 documentation

Eil pashboard 3 dox42 documentation | Authentication =

= Al services

% FANORITES « & save X Discard <P Got fesdback?

B Azure Active Direcory B Cverview t Add a platform
& users & Quickstzn
HE enterprise spolications # integration ~ Web Quikstart  Docse? (8]
Manage Redirect URIs
[ — The URs we will accept a destinations when retuming suthentication responses (tokens) after successfully authenticating or signing out users. Als
m more sbout Redirect URs and their restrictions

D Authentication

xA2test doxA2 enling/
Canificatas & secrams o

I Token configuration

AP permissions

Quickstart

Front-channel logout URL

S Roles and administrators | Preview This is whers we send 3 request to have the spplication clear the user's session data. This is required for single sign-out 1o
e correctly.

B Manifest

[ =g ritps//myzpp.comsiogout ~

Support + Troubleshooting
Implicit grant and hybrid flows
& Troubleshocting P 9 i
Request a token directly from the authorization en
& New support request dossn't uze the suthor
For ASP.NET Core web 3

nd other web

Select the tokens vou would like to be issued by the authorization endpoint

B Access rokens {used for implicit fios

B 1D tokens {usad for it and hybrid flows)

Supported account types
Wha can use this application or access this API?

(8) Accounts in this organizaticnsl directory
(O Accounts in any org:

{dewA2 GmisH only - Single tenant)

nizational directory {

Azure AD directory - Muhitanant)

Help me decide...

g personal
n 0 50 sing the

Advanced settings

Scroll down further to find additional settings. Under Advanced Settings keep “Allow public client flow”
set on “No”".
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€ Allservices > doxd2 GmbH > dox42 documentation

Rt ) dox42 documentation | Authentication »

= All services

% FAVORITES 0 Search (Ctrl+/) « save X Discard | ) Got feedback?

b Azure Active Directory B overview Access tokens (used for implicit flows)
&4 Users & Quickstart ID tokens (used for implicit and hybrid flows)

=% Enterprise applications Fd Integration assistant

Supported account types

Manage Who can use this application or access this API?
&= Branding '@) Accounts in this organizational directery only (dox42 GmbH only - Single tenant)
3 Authentication O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

Certificates & secrets Help me decide

{ll' Token configuration

2 API permissions X
A\ Due to temporary differences in supported functionality, we don't recommend enabling personal Microsoft
@ Expose an API accounts for an existing registration. If you need to enable personal accounts, you can do so using the manifest
editor. Learn more about these restrictinnc
& App roles | Preview
. Ouwners Advanced settings
@ . .
w0 Roles and administrators | T.eview -
Allow public client flows ©
[ Manifest e
Enable the following mobile and desktop flows: ( Yes m\

Support + Troubleshootir. 1

* App collects plaintext password (Resource Owner Password Credential Flow) Learn more!
& Troubleshooting * No keyboard (Device Code Flow) Learn morecf!

* 5SSO for domain-joined Windows (Windows Integrated Auth Flow) Learn more !
2 New support request

3.1.2 Enter redirect URLs

Now scroll up again to the beginning of your authentication page. You need to add Redirect URIs next.
Please specify the following:

e Your dox42 Online Server URL:
https://yourcompany.dox42.online/

o (In our example: https://dox42test.dox42.online/)
e For Business Central Online:

https://businesscentral.dynamics.com/OAuthLanding.htm

e Any additional URLs for applications you want to call the dox42 server from, e.g.
Dynamics 365 CE/CRM. Please add the exact URLs where the dox42 Server will be
called from. (e.g. https://Yourcompany.crm4.dynamics.com/

e Your dox42 Online Management login reply URL (when set to MS authentication)

https://vourcompany.dox42.online/maui/Home

The URL that you include as the Server URL (http://.....dox42.online/) is the one you will need to
include in the dox42 Server Configuration in the dox42 Datamap.
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) Dashboard
= Al services
& FAVORITES
B Azure Active Directory
& uUsers

B Enterprise applications

All services > dox42 GmbH

o) dox42 documentation | Authentication »

doxd2 documentation

earch (Ctrl+/) « B save

B overview

X Discard & Got feedback?

Platform configurations
& Quickstart

Depending on the platform or device this application is targeting, additional configuration may be required such as

N Integration ass URIs, specific authentication settings, or fields specific to the platform

Manage - Add a platform

B granding

dox42

3 Authentication ~ Web I o
Certificates & secrets Redirect URIs
Il Token configuratior The URIs we will accept as destinations when returning authentication respanses (tokens) after successfully authenticating or signing out users. Also referred to as
reply URLs. Learn more about Redirect URIs and their restrictions
& API permissions
httpsy/doxd2testdoxd2.online]
& Expose an APl httpsy//doxd2test.doxd2.online] | Tii

B App roles | Preview Add URI
B owners
& Roles and administrators | Preview v Mobile and desktop applications

Redirect URIs: 1
W Manifest
Support + Troubleshooting Front-channel logout URL

This is where we send a request to have the application clear the user's session data, This is required for single sign-out to

&2 Troubleshooting " )
work correctly

& New support request eg hitp

yapp.com/logaut

Note: You may NOT use wildcards (*). Microsoft changed this behavior during 2018, so you may find
older working App registrations using wildcards, but new App registrations will not work with

wildcards.

3.1.3

dox42 Add-In

Now you need to add your dox42 Add-in as a “mobile and desktop application” to your app. On the top
of the Authentication page, click on “Add a platform” and then on “Mobile and desktop application”.

Add a mobile and desktop application for your

Azure Active Directory admin center s & 502

[Ed Dashboard
= All services

% FAVORITES

B Azure Active Directory

& Users

i85 Enterprise applications

« All services > App registrations > dox42 | Authentication

_3 dox42 | Authentication

Web applications

Configure platforms

|,O Search (Ctrl+/) | &« H Save >< Discard ;

@ Web

B Overview . .
Platform configuration
% Quickstart

Depending on the platform or ¢

o Single-page apps, Web apps

redirect URIs, specific authentic
Manage

H) App registrations

=
)

Branding
Authentication

Certificates & secrets

+ Add a platform |
pl

~ Web

Mobile and desktop applications

e i0S / macOS

Objective-C, Swift, Xamarin

Mobile and desktop

Windows, UWP, Console, loT & Limited-
entry Devices, Classic iOS + Android

' Token configuration (preview) Redirect URIs
- API permissions The URIs we will accept a

authenticating users. Alsc
& Expose an AP @ applications
. Owners

https://yourcompany.c

's Roles and administrators (Pr...

Add URI -

Manifest
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Add a custom redirect URI for your dox42 Add-in — we are using https://www.YourOrg.com. Then click
on “Configure”.

~ Mobile and desktop applications Quickstart Do [l

Redirect URIs

The URIs we will accept as destinations when returning authentication responses (tokens) after successfully authenticating users, Also referred to as reply URLs. Learn
more about Redirect URIs and their restrictions

D https://login.microsoftonline.com/common/oauth2/nativeclient [D
D https://login.live.com/oauth20_desktop.srf (LiveSDK) m

|:| msal4c372e73-eab8-42f5-9064-9f7a70891450://auth (MSAL only) E

‘ https://www.YourQrg.com/ ‘ @I

Add URI

Authentication tab may look like this after adding required reply URIs:

Directory admin center

& Dashboard > dox42 GmbH > dox42 Online for Business Central
S 3 dox42 Online for Business Central | Authentication =
i= All services
e FAVORITES | « A Got feednack?
% Azure Active Directory B Overview T Ada e plaem
& users & Quickstart
e ~ Web Quickstart  Docsc? [l
B, emterprise applications A Integration assistant

Redirect URls

Manage
g The URIs we will accept as destinations when returning authentication responses (tokens) after successfully authenticating or signing out users. The redirect URI you send in the request

- to the login server should match one listed here. Also referred to as reply URLs. Learn more about Redirect URIs and their restrictions
B2 Branding & properties

3 Authentication https//yourcompany.dox42.online/ @

Centificates & secrets htps://businesscentral.dynamics.com/OAuthLanding.htm W
{Il Token configuration https://yourcompany.dox42.online/maui/Home o i
-2 APl permissions Add URI

@ Expose an AP

App roles . Mobile and desktop applications Quickstare Docsc? [il]
& Owners Redirect URIs
&. Roles and administrators The URIs we will accept as destinations when returning authentication responses (tokens) after successfully authenticating users. The redirect URI you send in the request to the login

server should match one listed here. Also referred to as reply URLS. Learn more about Redirect URIs and thelr restrictions o
M Manifest

[l microsoftonline.com/comr 2fnativeclient [Py

Support + Troubleshooting
] httpsinogin.ive.com/oauth20_desktop.srf (LiveSDK) 0

&2 Troubleshooting
[ msalcsonefab-B280-4657-a936-252163699212//auth (MSAL only) [y

B New support request .
‘ https:/ www.doxdz.com | i

Add URI
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3.1.4 Add a client secret

In the register “Certificates & secrets”, you need to add a new client secret.

Azure Active Directory admin center T Q0 & merrased
€ Allservices > doxd2 GmbH > dox42 documentation
Dashboard dox42 documentation | Certificates & secrets  #
= All services
% FAVORITES [0 search (curl+) | « < Gotfeedback?
b Azure Active Directory B overview Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS

& Users . scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.
& Quickstart

£ Enterprise applications F 4 Integration assistant
Certificates

Manage
Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred to as public keys.

B Branding

2 Authentication T Upload certificate

Certificates & secrets Thumbprint Start date Expires D

" o
Il Token configuration No certificates have been added for this application.

- API permissions
@ Expose an AP
&8 App roles | Preview Client secrets

I Owners A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

& Roles and administrators | Preview
+ New client secret
i Manifest
Description Expires Value D
Support + Troubleshooting
No client secrets have been created for this application.
&2 Troubleshooting

& New support request

Select your required expiry date and click “Add”.

Add a client secret

Description

Expires

O In 1 year
O In 2 years
@ Never

s
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Make sure to COPY the Client Key, as it will be hidden afterwards, and you will not be able to retrieve

it again:

Azure Active Directory admin center

EA pashboard
= Al services
K FAVORITES
» Azure Active Directory
&k Users

£ enterprise applications

<

Dashboard > dox42 GmbH

dox42 documentation | Certificates & secrets =

P search (Ctrl+/) «

B Overview
& Quickstart

#' Integration assistant

Manage
B Branding
D Authentication
Certificates & secrets
1l Token configuration
2 API permissions
@ Expose an API
28 App roles | Preview
¥ owners
& Rolesand administrators | Preview

H Mmanifest
support + Troubleshooting

&2 Troubleshoating

& New support request

> doxd2 documentation

' Got feedback?

@ Copy the new client secret value. You won't be able to retrieve it after you perform another operation or leave this blade.

Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.

Certificates

Certificates can be used as secrets to prove the application’s identity when requesting  token. AlSo can be referred to as public keys

T Upload certificate

Thumbprint

No certificates have been added for this application.

Client secrets

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

= Mew client secret

Description

test secret

Expires

12/31/2299

Start date

Value

Feim XXXX

Expires

o gs3disdfh XXXX 1

1D

=3
=

We copied the key into our Excel Config File, together with the other values of the app registration.
When working with an Excel config file, we recommend encrypting the values of the client key by using
the dox42 Crypto Data source.

Please see Chapter 5.1.1 to get more details on how to set up this config file.

3.1.5

Add API permissions

Move to the register APl Permissions and click “Add a permission”. You need to grant the application

delegated permissions for SharePoint Online.

4] Dashboard

= Al services

* evonres

¥ Azure Active Directory
& users

E8 Enterprise applications

= dox42 documentation | API permissions  #

API / Permissions name

Type

Description

Request API permissions

[ ArureData Catalog

,f,
iz

H

F

g

i

Q) sivee tor Business

Please select the permissions according to your requirements and systems you are using dox42 with.
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The dox42 server requires SharePoint read and write rights for a couple of output actions
(SharePoint Action), therefore in this documentation we granted the following delegated SharePoint
rights: (read and write in all site collections):

Request APl permissions X

{All APIs

$ SharePoint
https://microsoft.sharepoint-df.com/ Docs

0 SharePoint APls are available via the Microsoft Graph APIl. You may want to consider using Microsoft Graph instead.

What type of permissions does your application require?

Delegated permissions Application permissions
Your application needs to access the APl as the signed-in user. Your application runs as a background service or daemon without a
signed-in user.

Dashboard > dox42 GmbH > dox42 Online for Business Central Request API permissions

5 dox42 Online for Business Central | APl permissions %

CAIAPIS
£ search (¢ « () Refresh A7 Gotfeedback? * SharePoint
hitps://microsoftsharepoint-df.com/ Docs ('

B Overview

Quickstart @ sharepoint APis are available via the Microsatt Graph API, You may want to consider using Micrasoft Graph instead.
@ The Admin consent required” column shows the default value for an organization. However, user o
#" Integration assistant used. Leam more

What type of permissions does your application require?

Manage _
Configured permissions Delegated permissions Application permissions
Branding & properties are autharized to call APIs when they are granted permission s/admins as part of the Your application needs to access the APl as the signed-in user. Your application runs a5 a background service or dagmen without a
. s the application needs. Learn more about permissions and consent signed-in user,
3D Authentication
Certificates & secrets 1+ Add 3 permission
Select permissions expan
I} Token configuration API/ Permissions name Type Description _
[ £ start typing 2 permission to fifter these results
- APl permissiens ~Microseft Graph (1)
@ Exposean API
xpose an Al User.Read Delegated  Sign in and read user profile @ The “Admin consent required column shows the defautt value for an organization. However, user consent can be customized per permission,

user, or app. This calumn may not reflect the value in your erganization, or in erganizations where this app will be used. Learn more

L App roles

&8 Owners To view and manage permissions and user consent, try Enterprise applications.
Permission Admin consent required
J. Roles and administrators
i Manifest N Alisites (1)
Suppart + Troubleshoating 0 Allsites FullControl () M
e
Have full control of all site collections
£ Tioubleshooting
AllSites Manage (@
. y No
& Newsuppert request u Read and write items and lists in ollsite collections
AllSitesRead ()
O No
Read items i all site collections
AllSites Write (©
No

Read and write items in all site collections

Next click on “Grant Admin Consent” for Your Company, to give your application the full permissions
(Alternatively, you can also later on click on “Consent” within the dox42 Add-in AAD connection):
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Azure Active Directory admin center ]

¢ All services > dox42 GmbH > doxd2 documentation

] Begt o - dox42 documentation | APl permissions %

= All services

H FAVORITES 0 Search (Ctrl+/) « () Refresh Q Got feedback?
B Azure Active Directory B overview ) o
Configured permissions

°
ah Users & Quickstart . R
Aapplications are authorized to call APIs when they are granted permissions by usersfadmins s part of the consent process. The list of configured permissions should include

S enterprise applications all the permissions the application needs. Learn more abaut permissions and consent

#  Integration assistant
Manage 1 Add a permissior.._ v Grant admin consent for dox42 GmbH

B sranding API / Permissions name Type Description Admin consent req...  Status

Now repeat these steps for Business Central permissions (Delegated permission, check
user_impersonation):

Azure Active Directory admin center

Dashbioard 5 doxd2 GmbH > doxi2 Gnline for Business Central Request API permissions
(=h B 5. dox42 Online for Business Central | AP| permissions 2 -
= Al services <Al APIs
* ravoRes B search (cren € Refrash 5 Got feedback? # Dynamics 365 Business Central
- ’ SF  nipsydynamica microsoftcom business-centralioverview! Docs
- PBLE DR B Overiew What type of permissions does your application require?
s
aa Users & Quickstant .
@ The “Admin consent required- e wis the default vahie for an organization. However, user consent o e —

[ —— P P R ———

" Integration assistant

Managa Configured permissions

Branding & properties Select permissions

the application

+ hdd s permission

AP/ Permi

Type Description

However, user consent can be customized par permi
s where this apg will be used. Leam more

nt roquired” coumn shows the default vab
w ot refloct the value in your organizatian,

& AP permissians

Delegated  Sign in and read user profile

@ Expose an API Permission Admin consant raqu

. App roies
N 4 . R . ' Other permissions (1
2 owners
user impersonstion. ©
&, Robes and adminisrators =2 -
Access as the signec-in user
M Manifest

Support + Troubleshooting
cials.Reaawrite.all ()

&2 Troubleshooting (] No

Access Dynamics 365 Business Central as the signed-in user

& New support reguest

Your app registration is complete now, next you need to configure your dox42 Server accordingly.

3.1.6  Further information AAD app registration

https://docs.microsoft.com/en-us/azure/active-directory/develop/quickstart-register-app

3.2dox42 Online Configuration

Once your set-up for your AAD app is finalized, you need to complete the configurations in your dox42
Server. If you work with dox42 Online, follow this chapter.

Please log into your dox42 Online management app with the user name admin and password received
from dox42: (https://yourCompany.dox42.online/maui/)

After the first login the password must be changed and you can also change your authentication
method to Microsoft Authentication:
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Welcome to the dox42 Management Ul

The brand new dox42 MAUI (Management Ul) is your central portal for all doxd2 Online and Server settings. Enjoy your time on MAUI and let's get star

1
Lo
Authentication Settings

Please provide the app ID from the app registration and make sure to add the Redirect URI to your
registered app as mentioned in chapter 3.1.2:

https://yourcompany.dox42.online/maui/Home

(Please note: .../maui/Home is case sensitive and must be added like this to your

AzureAD app registrations)

maun”

e Settings £ g &Service i Help @  Authentication Settings &3 & Welcome Celinal ([
Management Ul

Authentication Settings

Current Settings

Current Authentication Method: Microsoft
Current ApplD: b5 1c08d1-2421-404a-a9bf-0254d9id4e6d
Current Redirect Url: https://dox42dema.doxd2.online/maui/Home

Change Settings &

Users

Authorized users Add 4

3.2.1 Add your AAD registration to settings

1. Click on “Add Site” and enter your SharePoint Online URL in this format:
https://yourcompany.sharepoint.com/site/ Each URL needs to be added with the App
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ID, Tenant ID and the generated Client Secret of the App registered in the Azure AD
Admin Center (see chapter 3.1.4).

2. Configure your trusted template locations (your templates must be stored on
SharePoint Online) https://yourcompany.sharepoint.com/

3. Upload your Aspose license (not applicable for trial installations)

4. Click on “Save and Deploy”

* do¥&2 Online tings & ] i

setings Lo iowoa ]) o

Last dentor L. 06.04.2022 12:38:27 CUT (UTC)

E-mail server @

smtp.lundl.de
E-mail address @ doxdZonline@doxd2.com
Password ©
Error e-mail address © doxd2anline@doxdZ.com
Sharepoint Online Sites for dox42 Templates Add+
Client
Sharepoint Online URL App ID Tenant Key

BB VTR s omosie

Trusted Template Locations Add+

Location

Edit @ Delete & C\dox42Server\templates

https://dox42demo.dox42.online/

Edit @ Delete i http://www.mySharePoint42.com
Edit @ Delete https://dox42test.sharepoint.com/

Aspose license upload (Aspose.Total.lic) @ Drop your file here

Further details can be found in dox42class of MAUI:
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Management Ul (MAUI)

Introduction to the new
dox42 Management Interface

TUTORIALVIDEO

#dox42class: Management Ul (MAUI) |
Introduction to the new dox42 Management
Interface (Auf Englisch)

https://www.youtube.com/watch?v=vZBPXN_SAe4

4 Modus M365 dox42 Document
Automation app

Please install the dox42 Data Source app from Microsoft AppSource in your BC Online system:

D

MODUS M365 dox42
Document Automation
MODUS Consult GmbH

3 Business Central

Dynamische Inhalte aus mehreren
Quellen aggregieren

https://appsource.microsoft.com/en-us/product/dynamics-365-business-
central/PUBID.modusconsultag1587973875105|AID.modus_m365_document_automation|PAPPID.d0
842d0c-e817-4cb8-94e6-3df9c8ed0f5b?exp=ubp8&tab=0verview

To receive the instruction how to download the app please contact dox42: info@dox42.com

5 Configure Business Central Data Source
in the dox42 Add-In

Please download the dox42 Enterprise Add-Ins and activate it:
https://www.dox42.com/Modules/Download
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dox42

dox42 Enterprise Add-Ins

dox42
W $ Add-Ins

Download <

Version 4.3

Then download the Business Central module including the recent BC data source:
https://www.dox42.com/Modules/Download

dox42 D365 BC | Dynamics NAV

dox42 a

Download *

Version 2.5.0.1
o

To download the BC module, it requires a login, please contact dox42 to receive your credentials:
info@dox42.com

After you have installed the dox42 Enterprise Add-Ins and you have received the keys for the dox42
Business Central Add-In from dox42 please follow these steps to configure your BC Add-In:

https://docs.modusconsult.de/M365DocumentAutomation/en-us/base-setup/external-addins.html

5.1Configure Azure AD in dox42 Datamap Designer

The information from the AAD admin center (see Chapter 3) must be used for the AAD configuration
of your BC data source in the dox42 Add-In.

Access the required data in the AAD Admin Center:
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Azure Active Directory admin center

) g dox42 documentation

= Al senices
* FAVORITES [@ Detete @ Endpoints [l Preview features
» Azure Active Directory B Overview A Essentials
& users & Cudckstin -
® . ' H cater 1 pub
AT SppRCMIORS o' integration assistant | Preview
“t :
Manage
\ger add any new featus d Azure AD Graph. We will contiewe 10 peovide technical support and security updates but we wil no lcnger provide festure

I need 1o be upgraded to MicrosoR
\ Essentials

Display name
dox42 documentation

Application (client) ID
4c372e73-eabs-42f5- xx. @)

Support + Troubleshooting
2 Troudle Directory (tenant) ID

b3b67654-21fd-4d0c- 25 @)

Object ID
cbc38d13-ccbb-4e2¢- xxxx.

Azure Active Directory admin center

«

Dashboard > dox42 documentation

Ell pashboard ) dox42 documentation | Authentication = *

= All services

* FAVORITES P Search (Ctri+/) « 5] save X piscard | ) ot feedback?

B Azure Active Directory B Overview

Platform configurations

*
&4 Users & Quickstart
B enterorise spaiications 3 ) Depending on the platform o device this application is targeting, additional configuration may be required such as
=% Enterprise app) # Integration assistant | Preview rediract URs, specific authentication settings, or fields specific 1o the platform
Manage + Add s platform
= Eranding
2 Authentication ~ Web Quictstat Docsc? (i)
Certificates & secrets Redirect URIs
Il Token configuration The URIs we will accept as destinations when returning authentication responses (tokens) after successfully authenticating users. Also referred to as reply URLs, Leam

mare about Redirect URIs and their restrictionsi/
- API permissions

@ Expose an AP https,//dox42test.doxa2.online/ O W
I Owners Add URI

& Roles and administrators | Preview

B maniest ~ Mobile and desktop applications Quickstart  Docsc? (i)
Support + Troubleshootint .

PP 9 Redirect URIs
& Troubleshooting The URIs we will accept as destinations when returning authentication responses (tokens) after successfully authenticating users. Also referred to as reply URLS. Leam

more zbout Redirect URIs and their restrictions(

[ bitas/foginmi i h fent )

[0 https:/flogin.live.com/ozuth20_desktop.srf (LivesDk) [

& New support request

[ msaldc37273-eabs-4215-0064-617a70891450:/auth (MSAL only) [

https,//uwww.YourOrg.com/ Q W

Add URI

You then have two options to configure AAD in the dox42 Add-In:

5.1.1 Option 1: Using an Excel config file filling in the
information dynamically.

We recommend using this file to integrate all the information dynamically in your dox42 Add-In while
connecting to BC using AAD. That saves a lot of time during the template design process and avoids
copy & pasting. Please make sure to encrypt your Client Secret with the dox42 Crypto Data Source,
before storing it there.

You find a sample Excel file in your BC download folder: /../BC_Online/BC_AAD_Connection.xIsx
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Insert the information from your AAD Admin Center into the respective fields in the config-Excel file:

2 Search Fabian Huber FH B -
File  Home Inset Draw Pagelayout Formulas Data  Review View Help  doxd2 & Share 2 Com
I o e y— AutoSum ¥ A
4 Calibri - A A v | B wWrap Text General v B B 7 &8 = E z Y (@)
Ll 4 Z
Paste B I U & A = . o 0 0o | Conditional Formatas Cell Insert Delete Format Sot& Find& | Analyze
~ = = ] M & Centas—x_ | E8 ~ E &
- = = Bl merge & Cen 8- % 9 ‘Wil Formatting » Table +  Styles v - - v Clear v Filter v Select~ | Data
Clipboard 15 Font ] Alignment Mumber, Styles Cells Editing Analysis | Sensiti
|
63 - fx
A c D 3 f g H
| 1 Beun Oynamics365UAL ArureTenant ArurcADApplicationiD Add In_RedirectURL ServerAppID Server_RedirectUnL CliontSecret
2 hrpsifa ps:/api. i b3b67654- 2100000 b5 Lethoooon: https://wwrw dowd Z.com ey e — o

This is how you get the BC OData V4 URL:

dox42 DEMO doxd2 =
Document Configurations  Output Configurations.  Permissions  Action Configurations. PR
Actions
+ Template  + Document + Output Configuration ~ + Action Configuration =+ Printer C
Insights
Activities
My Customers~~ My
Documents and Templates
Documents
Custo req
Ne Name ol i
10000 Adatum Corporation
20000 Trey Research
30000 Schoal of Fine Art
-
40000 Alpine Ski House
50000 Relecloud

Output

Pri
onfigurations

Tell me what you want to do

Go to Pages and Tasks

> Web Services Lists

nt Schedule KPI W

Service

Administration

nt Schedule KP| W

Administration

Documentation Show all (20}

(%) Expose objects as web services
Publish objects as web services to make them immediately available for your Business C.

Export of Goods and/or Services to Foreign Customer
Export of Goods and Services to Foreign Customer

How to Set Up PAC Web Services
Before you can send invoices and credit memos electranically, you must specify ane or

Get from Microsoft AppSource

Show

Advania Banking Services
With Advania Banking Services you'll be able to manage your bank connections

EasyPost Services Connector
Send shipments using over 100 carriers araund the world within Dynamics 365 Business.

0DT Servic
QDT Service enhances jobs adding service tickets, field service, and maintenance!

365 RoW

Didn't find what you were looking for? Try explorir

3 Wenn Sie eine OData-Verbindung einichten machten, sollten Sie aus Grindzn der Leistung und Stabilitat stattdessen eine APL-Seite verwenden,  Nicht mehr anzeigen | AP-Dokumentation -
O Suchen +Neu B Listebearbeiten i Loschen & Neuladen Aktionen  Weriges &
Gbjeia ian alle Tenant vercbont aL

Abfrage
Abfiage
Abfrage
Abfrage
Abfrage
Abfrage
Abfrage
Abfrage
Abfiage

Shfrane

4 OData va-URL

103 Artikal Statistik und Gawinn

ItemSalesAndProfit https://apib
102 Artkel Statistik nach Debitor  ItemSalesByCustomer it
266 Projektposten IobLedgerEntries frtps

61 Power BI - Debitaren-/Artikelp.. Power BI Cust. Item Ledg, Ent hitps

Power Bl - Dabitorenposten  Powier Bl Cust. Lecger Entries httpe

50 Power Bl - Debitorendbersicht  Power Bl Customer List hitpsi/fa

53 Power Bl - Betrag Im Hauptbuc._ Power Bl GL Amount List hrtps /o
S Power Bl - Hauptbuch - Budge... Power Bl GL Budgetedimount hitps
52 Power Bl - Artikeleinkaufsiibers.. Power Bl ltem Purchase List https:
7 Orauar Rl drtvaluarbasdenihare  Brvar Al am Salac et [

0c-9e96-53,

nesscentral d Adi0c-e96.-b9

21fd-4cl0c-9e36

216d-4d0c

Paste any of the listed OData V4 URLs in your dox42 BC data source Add-In here:
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a@ &

File Home Insert Draw Design Layout References Mailings Review View Developer Help dox42

> &= B @ Q %2 A

Genersto: |  Data: gisassa » PR TP ONES ORT B 7 S
Mag | Gl r NA I
' |
l { Connection Settings ‘ Connection Information
Server name/IP addrece  Part 0 Server Inctance Name  Tahle 0 f Table . y
o Connect ' - ) / Report ip Calculator 2 | 4
‘ Search of > 4 |amics CRM | Dataverse = fx Dynamic Field ) | ¥
4 D ics NAV / ics.365. i Central Ci = Socbigure
Is (Limit Su Add new Fields
Webservice Type ODataV4 (unbound action) v q [
4 Use specified url directly: @'
s 0 &
4 =]
ur: (-] g
Server name/IP address ',EF
Port 0 "Elz
4 o
Server Instance Name E|=
4 Authentication
4 Authentication Method Current Windows User v
» Connection Data v
+ 4 Multi Tenancy
i Enebled O g
: Tenant "E'a
1 4 Data Settings 1
Company ﬁn "EF-I |
About Table G ﬁ’g | OK Cancel
Language 0 ﬁs "E'?J {otal satisfaction with our products and service.
Time zone handling Local v
4 Limits
Page1of4  168words 1065 characters Max. No. Of Records to Retrieve 100 "EFJ [ Display Settings [, Focus
Max. No. of Records to Transmit 100000 ”EE
Send 00:05:00 o
Url:
Enter here the complete url to reach the web service. The system cleans the URL as far as
possible so that you can work with it directly.
OK Cancel
After clicking on any white space, it will be converted automatically to your BC URL afterwards:
https://api.businesscentral.dynamics.com/v2.0/YourTenatID /Production/ODataV4/
Or using a sandbox:
https://api.businesscentral.dynamics.com/v2.0/YourTenatID /YourSandboxName/ODataV4/
After that, save it to your Excel config file and use it dynamically.
BC_Connectionxsx ™ 2 Search Fabian Huber FH B -
File Home Insert Draw Page Layout Formulas Data Review View Help doxa2 #2 Share 2 Com
ﬁj [.f& Calibri Y AN | E=E P BwepTe General v 1= @ F} & =X = A"'DS'"" : Q? p
o~ - Fill v
Paste Ll ALl === el mm-.o o gy Conditional Formatas Cell Insert Delete Format Sort& Find& | Analyze
- BIU-|H-[&-4 ===I== B B % W8 Formatting~ Table + Styles ~ - v v & Clear~ Filter v Select~ | Data
Clipboard 5 Font ] Alignment 5 Number ] Styles Cells Editing Analysis | Sensiti
G3 - F
A L] < 1] E F G H
| |BCURL Dyriamics: I65UAL ArureTenant ArureADApplicationiD Addl.In_RedirectURL ServerAppiD er ClierSecret
| 2 |hrtpsiffapl Hfapi dynarmics.c:b3b67654-2 Lo b5 Lethoooon: https://wwrw dowd Z.com ey - o

We recommend encrypting your Client Key with the dox42 Crypto Data source.
To use the BC URL dynamically follow the next steps:

Firstly, connect your config-Excel file with the Data Map Designer. (Tutorials can be found here:
https://www.dox42.com/de/Resources)
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Then you can insert the information dynamically from the Excel data fields to the AAD configuration
dialogue:

a ] Q s
File Home Insert Draw Design Layout References Mailings Review View Developer Help dox42 = Comments
= - = .
- ) >
b = BRE & 0V W A
Generate Data Insert Automate Dynamic Refresh AzureAD Tutorials doxd2.com Activate

.

9 ‘ @ ‘ Ij ﬂ Crypen 7 SAP Data Source €3 D365 BC | NAV Table 5T Filter/Sort # Edic
T T T M XM:;";M worg B D5 FO Data Seurce B s0R Generator 42 D365 BC | NAV Report 3 Group Calculator  ,# | M Up

araeeies 7365 50 s Comorrm T8l Bl A sl MG Pt Srvirom B PARS 8 | P £0M | Prainrarem | i Eicld L. Do

! o Edit

#Input Parameter: JOBQuoteNo - | B
o Input Parameter: Team seareh of

@ Excel Data Source: BC_AAD_Connection 4 NAV / Dynamics 365 Business Central Cannecti
I £ Dymsrmics NAV / Dyr — ol Table Dt Sou | Webservice Type ODataV4 (unbound action)

Use specified url directly: [:]

Connection Settings Connection Informatien =
Server name/IP address doxsz P

Data Source Name: Customer Url: <%BC_AAD_Connection.BCURL%:>

Server name/IP addre 4 ield

Part Filter:

Server Instance Name 4 ¥ BC/

\ddress 2 6 cati
divess 281 Authentication = Dynamics365... | |
\ddress F5 Authentication Meth r—— e Active Directory ~
divess (5 4 Connection Data = haureADApRl . | v
\mount F37 Active Directary € = Add-In R o
et epicoy co 7 T an
4 Multi Tenan # Cancel
ludgeted Amount F19 <1 R o
wgeted Amauat (15) Enabled ] 58
. e
ity F7 Tenant EF
ity (2
i 4 Data Settings
‘ombine Shipments F87 om e
e S Company CRONUS AT a0 g
1 2
‘omment F38 Table 18 an ke 8 B T
‘ommen — ; Facus -——+
e Language 1033 fNER f
‘ontact F8
antact (5 Time zone handling Local v
ilobal Dimension_1 Code F16 “ Limits .
fobal Dumension 1 Code (161 Mas. No. Of Records to Retrisve 100 =8
- P -~
N
- Fes - S —
File Home Insert Draw Design Layout References Mailings Review View Developer Help dox42
b il Microsoft Dynamics NAV / Dynar 55 Busir . ta S .
~onnection Settir o
Generate | [ &
Search of X
4 Microsoft Dynamics NAV / Dynamics 365 Business Central Connection A
Webservice Type ODataV4 (unbound action) v L AY FikterfSort
Use specified url directly: il ort ¥ Group Calculator  #
A TS O ﬂ@lﬂ CRM | Dataverse  fx Dynamic Field )
A - Configure
Url: <%BC_AAD_Connection.BCURL%> @
A¢ or
P Server name/IP address dowd2 Ef
o
At Port 0 &
An e
g Serverinstance Name doxd2 52
fu 4 Authentication
¢ Authentication Method Office 365 Azure Active Directory v
4 Connection Data -
f. Active Directory Configuration  Conf
ce * Multi Tenancy
Azure Active Directory fi tior X ﬁlﬁ
c Enabled EF
am
¢ Tenant
£ SharePoint Onlins or D365 URL <%BC_AAD_Connection.Dynamics 385URL%> ata Field: .
4 Data Settings
Gl AzureAD Tanant ID <%BC_AAD_Connection. AzureTenant%> Fitter:
Company
dox42 Add-ins 4 A BCAAD Connection =
Table - BCURL b
O AzureAD App D <54BC_AAD. Connection AzureADAppicationiD%= .
Language \\ Dynamics365URL
AzureAD App Deskiop Redirect UR| | <%BC_AAD_Connection Add-In_RedirectURL %> \\_“__‘ Amrﬂm . I
Time zone handling Consent for dowdZ AdSINE = AzureADhpplicat .
4 Limif = Add-In_Redirect.
Max. No. Of Records to Rl doxa2 Server | ServerpplD
Pag Max. No. of Records to T A2UreAD App ID <%BC_AAD_Connection ServerAppiD%:> r—”’/_)—/ Server_Redirect.
1 CientSecret
Pa AzureAD App Web Redirect URI <%BC_AAD_Connacticn.Server_RedirectURL%> /-’_/-/‘/,—/_ CRM_URL
Page 10f 4 168 yActive Directary Configurati o) gocra - I @ Customerl ay Settings [, Focus E
Conord [show & SPModules |
oK | X Cancel | up Integration class |
Consent for dox42 Server —_—
Powet I
FRAS| [ Giearingts Import v oK x Cancel
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5.1.2  Option 2: Using copy/

oot

4 Microsoft Dynamics NAV / Dynamics 365 Business Central Connection

Use specified url directly:
urk: https://api businesscentral dynamics.com/v2.0/b3b67654-21fd-4d0c-9e96-b9d38efeded 1/Production/ WS/
A Port 0
Ady
Server namey/IP address
At
ad TLS
€ Server Instance Name

G
4 Authentication
Authentication Method
4
La Connection Data
Lo Active Directory Configuration  Configured
Jc'i 4 Multi Tenancy

q
Enabled |}

Ni

Nal Tenant

Ni # Data Settings

M Company CRONUS AT

Pa

b Table 18

| Langusge 1033

— « Limits
Max. No. Of Records to Retrieve 100
Max. No. of Records to Transmit 100000
Send 00:05:00
Close 00:05:00

Active Directory Configuration

Contains the generated setup data for Azure Active Direc

Office 365 Azure Active Directory

Azure Active Directory Configuration

SharePoint Online or D365 URL hitps://api.businesscentral dynamics.com
AzureAD Tenant ID b3b6TwotooonnonoK3Beteded
dax42 Add-Ins.

AzureAD App ID b5 1c080ononoNoox4dSie466d

AzureAD App Desktop Redirect URI  nitps:ifwvw.dox42 com

Consent for dox42 Add-Ins.

dax42 Server
AzureAD App ID 3125MaxonoconooononxBa208e
AzureAD App Web Redirect URI  |hitps #/XXXX dax42.online/
Client Secret [
[[] show
Consent for dox42 Server
v OK X

g7

Use the following fixed URL value for “SharePoint Online or D365 URL":

https://api.businesscentral.dynamics.com

v X fx

dox42

paste (not recommended)

Edt  Up

7 Bulk Letter / ¢ J De
»* Field Formatter 7<De
ch

& visualizer

Paste the information from the AAD portal into the respective fields within the AAD configuration in

the Add-In:

Also, we recommend encrypting your Client Key with the dox42 Crypto Data source in this case shown
in this video: https://www.youtube.com/watch?v=61bktqww45M

My first
dox42 Document
Tutorial Video

My first dox42 document

Add-In (Word, Exce), PP)

If you have not clicked on “Grant Admin Consent” within the AAD admin center already (see Chapter
3.1.5), please consent for both the Add-In and Server here.
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6 Modus M365 dox42 Document
Automation BC Online configuration

To configure your dox42 Online server with Business Central please follow the next steps:

Select in Business Central under Settings -> My settings -> Role -> dox42 Administrator:

Go to Setup:

Dynamics 365 Business Central

dox42 DEMO dox42 =

Permissions  Report Options  Report Configurations  Jobs  Posted Sales Invoices

Actions
+ Template + Document  + Output Configuration ~ + Action Configuration =+ Printer Configuration > Job Queue > Setup > History > User
4 dox42 Setup by

Activities

2 doxd2 Setup Wi

1 Sets up important functions such as access t

Documents and Templates Output Actions i
[ Report Selections >

Action
Configurations

L

Documents Document Templates Output Printer
Configurations Configurations Configurations

CI

Insights

My Customers My dox42 Report Inbox

Add your dox42 Online SOAP Service URL as Server URI

You can find it here:

Help

Your services Documentation

dox42 Server Documentation

dox42 Server Designer Download

dox42 Examples, Tutorials & Resources
dox42 SharePoint Online

doxa2 D365 CE | Dynamics CRM | Dataverse
dox42 D365 FO

doxa2 Power Automate Connector

g iber eine

Data Processing Agreement

https://YOURonlineTenant.dox42.online/dox42service.asmx
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< 'i = — ]EI v Saved o /A

. dox4?2 Setup

& Test connection B+ Configure Authentication Related ~»  Automate Fewer options

Data Source

| Provide System Tables .: Log
Provide Virtual Tables @ Data Source Logging None e
Documents
dox42 Server Service Header
Server URI https://demo.dox42 online/dox42! Use Authentication .
| | Authentication Method OAuth2 ~ Credential e | .
OAuth2 Authorization.. M365DX-1 v Job Queue
b Timeout 2 minutes Category Code ~
Multiple File Download Combined % Log
Documents Logging None %

Then go to Actions -> Configure Authentication and add a new entry with your AAD information

N
< (&) =4 + | Vv Saved o= ~
NS
& Test connection £ Configure Authentication Related ~  Automate v Fewer options
|

Data Source

Add a new OAuth2 configuration Code:

Edit - Authorizatioss

s | m3sspoxszonuNE H MODUS M365 dowé2 Decument Automatic M3BSCLINET MIESRESOURCE

Then Add a new client:

New - Authorizations

SO Search + New  BEEditlist [0 Delete & Acquire OAuth2 Tok... Authorization Code B Acquire OAuth2 Token... Client Credential | [&]Clients | [®] Resources

1. Click new

2. Edit Callback URL as shown:
https://businesscentral.dynamics.com/OAuthLanding.htm
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3. Add Application(client) ID (4) and client secret (5) (from App registrations AAD)

dox42 Online for Business Central =

(]

i Dynamics 365 Business Central

‘ ttps://businesscentral dynamics.com/OAuth Landing htm

v ”
MODLUS M365 ded2 Decument Automation M385DX-1

therization Client
Search I Edit List Delete B import Centificate [ Export Centificate [ Clear Centificate Automate ewer options

= M3BSCLINET

Edit - Credential Dialog "X
Manage 84 New Credential % Delete Credentia
General
Credential Name MIG50X-1
Credential o °
.
i
Appication (dlertiD
from AzureAD 257,
regatiations Close

Now edit/add your resources:

Edit - Authorizations
O search —+ New EREditlist [i] Delete B Acquire OAuth2 Tok... Authorization Code B Acquire OAuth2 Token... Client Credential 8] Clients

€ Authorization Resourc
M365RESOQURCE
Code B Acquire QAutha Token.. Cient Credentia

¥ Acquire OAuth2 Tok... Authorization Co

General

Avphaton cianti kom AAD 365
- o N e ° 2 Code
1365RESOURC! b3 TENANT | default

4. add your tenant code and create your own endpoint URL inserting your tenant ID

https://login.microsoftonline.com/YOUR-MS-TENANT-ID/oauth2

+ New B Edit List -
your tanant 1D
5

\
N\ Tak ipaint

ion Endpoint \

Aok .
(S ———— —

Select - Authorization Tenants

e TENANT MODUS M365 doxd2 Dacument Automation

As a last step add your new created code in the dox42 setup:
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N
7 = + il Saved o= /
NS
& Test connection e Configure Authentication Related ~»  Automate Fewer options
Data Source
Provide System Tables - (@ ) Log
Provide Virtual Tables @ Data Source Logging None hd
Documents
dox42 Server Service Header
Server URI ‘ https://demo.dox42.online/dox42¢ Use Authentication @
Authentication Method ‘OAuch ~ ‘ Credential
OAuth2 Authorization... ‘ M365DOX420NLINE v ‘ Job Queue
Timeout ‘ 2 minutes Category Code e ‘
Multiple File Download ‘Combined v ‘ Log
Documents Logging ‘None N ‘

Here you can test to acquire your OAuth2 token:

Edit - Authorizations

Search -~ New MREditlist [i Delete | & Acquire OAuth2 Tok... Authorization Code | & Acquire OAuth2 Token... Client Credential B Clients (8] Resources

3 M365DOX420NLINE

MODUS M365 doxd2 Document Automation M365CLINET

oK

If you got your token, you are all setup!

/7 Support

M365RESOURCE

Visit https://www.dox42.com/Resources to find more dox42 classes, video tutorials, up-
coming webinars, documentation and much more on dox42.

Should you have any questions, please do not hesitate to contact support@dox42.com. We

are happy to
help you!

We wish you a successful implementation of dox42!
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