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1. What is dox42 SharePoint Integration?

The dox42 SharePoint integration enables you to generate one or many documents directly from
SharePoint. Technically, the dox42 Server and dox42 Online is a web service with REST and SOAP
interface and can therefore be integrated into almost any button, workflow, or specialist application,
independently of SharePoint.

The dox42 integration to SharePoint Online is an additional module for dox42, which we provide free of
charge for customers. The dox42 SharePoint Online App enables you to use dox42 document automation
within your Office 365, SharePoint online without any need of scripting or programming skills. It provides
you with an interface to easily configure dox42 web service calls and lets you integrate them in form of
buttons in chosen SharePoint libraries or lists. Easily create your own dox42 buttons and generate
documents right from your SharePoint Online libraries or lists with a single click. Adding or editing dox42
calls yourself allows you to quickly adapt to changes or requirements. Scripting or editing with
SharePoint Designer is not necessary for SharePoint Online, but described for on premise installation at
the end of the documentation.

2. Requirements for dox42 SharePoint Online App

The requirements to use dox42 SharePoint Online App are listed below:
" SharePoint Online
¥ dox42 Online tenant

¥ Azure Active-Directory Application for dox42 Online (Azure Active Directory Application for
dox42 Online)

¥ Azure Active-Directory Application “SharePoint Online Client Extensibility Web Application
Principal”

www.dox42.com 4
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3. Azure Active Directory Application for dox42 Online

Using dox42 with AAD and/or with dox42 Online (Saas), requires the following properties:

e Application ID > is provided after the app registration in the Microsoft Admin Center
e Redirect URLs

e TenantID

o Client Secret for dox42 Server

For the AAD integration, you have to configure a few settings in the Microsoft admin center, in your
dox42 Server and in the dox42 Add-In Datamap Designer.

Please note that you need (global-) Admin rights for some of the following steps:
e App Registration
e Enabling required permissions

e Entering Redirect URL(s)

3.1.dox42 App Registration

Firstly, you need to create an application in the Microsoft Azure AD admin center to set the AAD
permissions for the dox42 Add-in and Server.

1. Open the Office 365 Admin Center

2. Goto->“Admin centers” -> “Azure AD”, or click here to log in immediately:
https://aad.portal.azure.com

3. Click on “All services” -> “App registrations”

4. Click on “New Registration”

www.dox42.com 5
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Azure Active Directory admin center F 0

«

i P h All
{1 Dechboard All services | bearc |

i= All services All
GENERAL (1)
“  FAVORITES General
a Help + support Y
B Azure Active Directory Identity
Enterprise applications Security IDENTITY (1)
& Users ». Azure Active Directory *
EE'. App registrations F3 Groups I
& Users *
B Azure AD Connect Health ¥
y Enterprise applications *
App registrations *

PR

Identity Governance

Azure Active Directory admin center

€ Allservices > dox42 GmbH

Bl Dashboard H H
asnbosr dox42 GmbH | App registrations =
= All services Azure Active Directory
% FAVORITES « D Endpoints ¢ Troubleshooting & Download [ Preview features & Got feedback?
i A
B Azure Active Directory © overview
. All applications ~ Owned applications
& users ¥ Getting started R —
i EETE TS Preview hub 2 Start typing a name or Application ID to filter these results
X Diagnose and solve problems

Now configure your dox42 application:

ure Active Directory admin center

& All services > dox42 GmbH >

Dashboard Register an application

= All services

& FAVORITES
*Name

b Azure Active Directory
The user-facing display name for this application (this can be changed later).

& Users
< dox42 documentation > v

Enterprise applications

Supported account types

Who can use this application or access this API?

Accounts in this organizational directory only (dox42 GmbH only - Single tenanzb
O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Wweb ~ ‘ | https://dox42test.dox42.online/ > v

By proceeding, you agree to the Microsoft Platform Policies !

www.dox42.com 6


http://www.dox42.com/

| 7
d 0X42 automate your documents, integrate your data

Name your application accordingly and choose which accounts should have access to your application.
Also add a Web Redirect URI containing the link to your dox42 Server instance and click on “Register”.

https://yourcompany.dox42.online/

Note: In this documentation, we use the redirect URL of a dox42 Online server (SaaS):

If you are registering a dox42 on-premise server, use the URL of your dox42 server:
https://yourdox42server.yourcompany.com

Now that you have registered your application, you can copy the Application (client ID) and Directory
(tenant ID) and paste it into an Excel Config file. This allows you to manage your configuration details
centralized. See Chapter 4.1.1 for more information on how to set up this config file.

3.1.1. Token permissions

Azure Active Directory admin center

241 Dashboard
i= All services
K FAVORITES
% Azure Active Directory
Ah Users

i Enterprise applications

«

All services > dox42 GmbH >

HH dox42 documentation <

‘p Search (Ctrl+/) ‘ « [i] Delete & Endpoints Preview features
B Overview - A Essentials
& Quickstart Display name

dox42 documentation

i Integration assistant Application (client) ID
4c372e73-2ab8-42f5- XXXX

Manage Directory (tenant) ID

b3b67654-21fd-4d0c- XXXX

Object ID
cbc38d13-ccbb-de2c- xxXX

B Branding
2 Authentication
Certificates & secrets
il Token configuration
Call APIs

& APl permissions

& Expose an API

a 40
&8 App roles | Preview éﬁ’ “

# Owners m Q =
S

& Roles and administrators | Pre...

¥
>

Manifest

sources.

Build more powerful apps with rich user and business data
from Microsoft services and your own company's data

T a & ? ©

Supported account types

My orgapization onl

Redirect URIs
1 web, 0 spa, 1 public clien

Application ID URI
Add an Application ID URI

Managed application in local directory
dox42 documentation

Documentation

Microsoft identity platform
Authentication scenarios
Authentication libraries
Code samples

Microsoft Graph

Glossary

Help and Support

Next, you need to grant token permissions for your app. Within your newly added application, click on

“Redirect URLs”.

Now, on the In the Implicit grants section of the Authentication register, tick both “Access tokens” and

“ID tokens”:

www.dox42.com
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— All services

% FAVORITES

B Azure Active Directory
& Users

U emerprise spolications

;

B overview

&b Quickstart

# Integration assistant

Manage

B Sranding

D Authentication
Certificates & secrets

Il Token configuration

% AP permissions

@ Exposs an AP

& App roles | Preview

¥ owners

Roles and administrators | Preview

B Manifest
Support + Troubleshooting

& Troubleshocting

B Newsupporn request

dox42 documentation | Authentication =

Save X Discard 7 Got feedback?

4+ Add a plstform

~ Web Quickstars Decscd (]
Redirect URIs

The URIs we will accept as destinations when returning suthentication responses (tokens) after successfully authenticating or signing out users. Also referred to as

reply URL. Leam more about Redirect URls and their restrictions o'
https://doxa2test doxd2 online/ o]
Add URI
~ Mobile and desktop applications Quickstare Tl

Redirect URIs- 1

Front-channel logout URL

This is where we send a reguest to have the application clear the user's session data. This is required for single sign-out to
work correctly.

Implicit grant and hybrid flows

- hittps:/y

yapp.com/logout -]

Request 5 token directly from the suthorization endpoint. If the sppli has a single-page architecture (SPA) and
doesn't use the suthorization code flow. o if it invokss 3 web API via JavaScript. select both access tokens and (D tokens.

For ASP.NET Core web apps and other web apps that uss hybrid authentication, select only D tokens. Learn me

Select the tokens

Jike to be issued by the authorization endpaint
‘Access tokans {used for implicit flows)

D tokens {used for implicit and hybrid fig

Supported account types
Who can use this spplication or access this API?

(®) Accounts in this organizational dirsctory enly (dowd2 GmbH anly - Single tenant)
(O Accounts in any organizational directary {Any Azure AD dirsctory - Mutitenant)

me decide...

A\ Due to temporary differances in supportad funct
accounts for an existing registration. If you need
adiitor. Leam more about these restrictions

ality, we don't n
enable personal

mend enabling persanal Microsoft
unts, you can do so using the manifest

Advanced settings

Scroll down further to find additional settings. Under Advanced Settings keep “Allow public client flow”

set on “No”.

www.dox42.com
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Azure Active Directory admin center T Q

b All services > dox42 GmbH > dox42 documentation

L Bt ) dox42 documentation | Authentication »

= All services

& FAVORITES O Search (Ctrl+/) « Save X Discard | ) Got feedback?

» Azure Active Directory

B overview Access tokens (used for implicit flows)
ah Users & CQuickstart D tokens (used for implicit and hybrid flows)

- . _—
&2 Enterprise applications # Integration assistant

Supported account types

Manage Who can use this application or access this API?
B Branding @ Accounts in this organizational directory only (dox42 GmbH only - Single tenant)
9 Authentication O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

Certificates & secrets Help me decide...

ili Token configuration

- API permissions
A\ Due to temporary differences in supported functicnality, we don't recommend enabling personal Microsoft

@ Expose an API accounts for an existing registration. If you need to enable persanal accounts, you can do so using the manifest

editor. Learn more about th

& Approles | Preview

¥ ouners Advanced settings

8 - :

Roles and administrators view -
= Allow public client flows ©
Manifest
Enable the following mobile and desktop flows:

Support + Troubleshaoti
& App collects plaintext password (Resource Owner Password Credential Flow) Learn more !

* No keyboard (Device Code Flow) Learn more!
® 5SSO for domain-joined Windows (Windows Integrated Auth Flow) Learn more !

&2 Troubleshooting

& New support request

3.1.2. Enter redirect URLs

Now scroll up again to the beginning of your Authentication page. You need to add Redirect URIs next.
Please specify the following:

e  Your dox42 Online Server URL:
https://yourcompany.dox42.online/

o (in our example: https://dox42test.dox42.online/)

e Any additional URLs for applications you want to call the dox42 server from, e.g. Dynamics 365
CE/CRM. Please add the exact URLs where the dox42 Server will be called from. (e.g.
https://Yourcompany.crm4.dynamics.com/

The URL that you include as the Server URL (http://.....dox42.online/) is the one you will need to
include in the dox42 Server Configuration in the dox42 Datamap.

www.dox42.com 9
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= Al services
* FAVORITES
B Azure Active Directory
& users

§8 Enterprise applications
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All services > dox42 GmbH > dox42 documentation

) dox42 documentation | Authentication =2

O Search (Ctrl+/) | « &) save X Discard D Got feedback?

B overview
Platform configurations
& Quickstart
Depending on the platform or device this application is targeting, additional configuration may be required such as

5 Integration assistant redirect URIs, specific authentication settings, or fields specific to the platform.

Manage | Add a platform

B Branding
~ Web

D Authentication

Centificates & secrets,

Redirect URIs

1l Token configuratio The URIs we will accept as dest

reply URLs. Learn more abc

tions when returning authentication responses (tokens) after successfully authenticating or signing out users. Also referred 1o as

URIs and ther restrictions!
@ API permissions

https://doxd2test doxd2.onl
& Expose on APl https://doxd2test. doxd2.online]

fdd URI

& App roles | Preview
|

Owners

& Roles and administrators | Preview v Mobile and desktop applications vickstart Docscf! (i
Redirect URIs: 1
W Manifest
Support + Troubleshooting Front-channel logout URL
£ Troubleshooti This is where we send a request to have the application clear the user's session data. This is required for single sign-out to
9 work correctly.

2 BW SUPPC eques|
& New support request &g, htpsy//myapp.com/logout |

Note: You may NOT use wildcards (*). Microsoft changed this behavior during 2018, so you may find
older working App registrations using wildcards, but new App registrations will not work with wildcards.

3.1.3. Add a mobile and desktop application for your dox42 Add-In

Now you need to add your dox42 Add-in as a “mobile and desktop application” to your app. On the top
of the Authentication page, click on “Add a platform” and then on “Mobile and desktop application”.

Azure Active Directory admin center & 1:9 &

[Ed Dashboard

= All services

« All services > App registrations > dox42 | Authentication Configure platforms

_:)) dox42 | Authentication Web appiications

= ; =
Search (Ctrl+/) & (5] save X Discard b=
J FAVORITES |/O | Web
. . - o Single-page apps, Web apps

» Azure Active Directs B Overview ) )
© e Ty Platform configuration
&% Enterprise applications # Quickstart .

Depending on the platform or ¢

i
& Users

www.dox42.com

App registrations

redirect URIs, specific authentic

(| 1 Addaplatform |
S —

Manage

Mobile and desktop applications

e i0S / macOS

& Branding

5) Authentication

A~ . . .
Certificates & secrets Web Objective-C, Swift, Xamarin

!I'" Token configuration (preview) Redirect URIs
- APl permissions The URIs we will accept a /

authenticating users. Alsc @ M°|’_'Ie a;nd desktop
& Expose an AP applications
- Windows, UWP, Console, loT & Limited-
&, Owners entry Devices, Classic i0S + Android

https://yourcompany.c

':} Roles and administrators (Pr...

Add URI

Manifest

10
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Add a custom redirect URI for your dox42 Add-in — we are using https://www.YourOrg.com. Then click
on “Configure”.

~ Mobile and desktop applications Quickstart  Docscf []

Redirect URIs

The URIs we will accept as destinations when returning authentication responses (tokens) after successfully authenticating users. Also referred to as reply URLs. Learn
more about Redirect URIs and their restrictions

D https://login.microsoftonline.com/common/oauth2/nativeclient |D
D https://login.live.com/cauth20_desktop.srf (LiveSDK) ﬂj

[] msalac372e73-eab8-42f5-9064-9f7270891450://auth (MSAL only) [
o —

https://www.YourOrg.co IT\N

Add URI

3.1.4. Add a client secret

In the register “Certificates & secrets”, you need to add a new client secret.

Azure Active Directory admin center T 0 &
« All services > dox42 GmbH > dox42 documentation

Bashboard dox42 documentation | Certificates & secrets

= All services
* FAVORITES ‘}3 Search (Ctrl+/) ‘ <« D Got feedback?
» Azure Active Directory B overview Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS

& 5 X scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.

& Quickstart
£ Enterprise applications # Integration assistant »

Certificates
Manage
9 Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred to as public keys.
B Branding

23 Authentication 1T Upload certificate

Thumbprint Start date Expires D

il Token co nfiguration

No certificates have been added for this application.

- API permissions

@ Expose an AP

& App roles | Preview Client secrets

I Owners A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

®

s Roles and administrators | Preview

M Manifest
Description Expires Value ID

Support + Troubleshooting

No client secrets have been created for this application.

& Troubleshooting

& New support request

www.dox42.com 11
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Select your required expiry date (we recommend using “Never”) and click “Add”.

Add a client secret

Description

Expires
O In 1 year
O In 2 years

ray
(@) Never

b Cancel ‘

Make sure to COPY the Client Key, as it will be hidden afterwards, and you will not be able to retrieve
it again:

Azure Active Directory admin center &

€ Dashboard > dox42 GmbH > dox42 documentation

] B e dox42 documentation | Certificates & secrets =

= All services

*  FAVORITES « D Got feedback?

B Azure Active Directory

B overview

@ Copy the new client secret value. You won't be able to retrieve it after you perform another operation or leave this bladle,
&h Users i
a & Quickstart

Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS

28 enterprise applications " ; . :
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential,

#" Integration assistant

Manage
B aranding Certificates
D authentication Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred to as public keys.

Certificates & secrets — "
T Uplead certificate
ill Token configuration

Thumbprint Start date Expires D
© API permissions

No certificates have been added for this application.
& Expose an AP|

& App roles | Preview

I owners .
Client secrets
& Roles and administrators | Preview

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password

M Manifest
Support + Troublesheoting T~ New client secret
& Troubleshooting Description Expires Value D

=
=}

2 New support request test secret 12/31/2299 D 883d15dF XXXX 1

We copied the key into our Excel Config File, together with the other values of the app registration.
When working with an Excel config file, we recommend encrypting the values of the client key by using
the dox42 Crypto Data source. A template for this config file is included in your SharePoint app
package. You find this “Connection.xlsx” file in the SP_app_template folder. Please see Chapter 4.1.1 to
get more details on how to set up this config file.

3.1.5. Add API permissions

Move to the register APl Permissions and click “Add a permission”. You need to grant the application
delegated permissions for SharePoint Online.

www.dox42.com 12
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All sarvices > doxd2 Gm o442 documentatior Request API permissions X
] - dox42 documentation | API permissions 2
= arseven CIp— ) Aeweerom Q) 2o rogmen -

# FAVORITES ey () Refresh

2 Got feedback

% Azure Active Directory

A sers
. pis when they are granted permissions by users/admins as pi
T e o4 e shout pemssoms nd conset
:15".\“\'::4*' P——
Ai/remisosname  Type  Descpton

&3 Oynamics 365 Business Cenral

consent, try Enterprise app

Please select the permissions according to your requirements and systems you are using dox42 with.

The dox42 server requires SharePoint read and write rights for a couple of output actions (SharePoint
Action), therefore grant delegated SharePoint Read & Write rights.

Request API permissions X

< All APIs
SharePoint

https://microsoft.sharepoint-df.com/ Docs =]
o SharePoint APls are available via the Microsoft Graph APl You may want to consider using Microsoft Graph instead.

What type of permissions does your application reguire?

Delegated permissions Application permissions

Your application needs to access the APl as the signed-in user. Your application runs as a background service or daemon without a

signed-in user.

Next click on “Grant Admin Consent” for Your Company, to give your application the full permissions
(Alternatively, you can also later on click on “Consent” within the dox42 Add-in AAD connection):

www.dox42.com 13
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Azure Active Directory admin center |

¢ All services > dox42 GmbH > dox42 documentation

Edll Dashboard

- dox42 documentation | APl permissions

= all services

* FAVORITES £ search (Ctrl+)) « () Refresh < Got feedback?
B Azure Active Diractory B overview

° Configured permissions
&4 Users

& Quickstart - .
Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
= Enterprise applications # Integration assistant all the permissions the application needs | e2rp e 2bout permissions and consent

Manage + Add a permissioMy" Grant admin consent for dox42 GmbH

= eranding API / Permissions name Type Description Admin consent req...  Status

Your app registration is complete now, next you need to configure your dox42 Server accordingly.

3.1.6. Further information AAD app registration

https://docs.microsoft.com/en-us/azure/active-directory/develop/quickstart-register-app

3.2.dox42 Online Configuration

Once your set-up for your Azure AD app is finalized, you need to complete the configuration in your
dox42 Server. If you work with dox42 Online, follow this chapter.

Please log into your dox42 Online management Ul with the username and password received from
dox42. The URL for your management Ul looks like this: https://yourcompany.dox42.online/MAUI

K

Sign in

dox%42 Online

Management Ul

Username:

Password:

Forgot password? Need more help?

www.dox42.com 14
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maul”

Welcome to the dox42 Management Ul

C g

The brand new doxd2 MAUI (Management Ul) is your central portal for all doxd2 Online and Server sg

Log & Service

o

Settings

ot

Authentication Settings

In this dox42 Class tutorial video, we give a detailed explanation of the dox42 Online Management Ul
(MAUI): https://www.dox42.com/Resources?search=/maui/i&

3.2.1. Add your Azure AD App registration settings

To complete the dox42 Online set-up, click on the Settings page on your MAUI home screen.

Then click on “Add” in the “SharePoint Online Sites for dox42 Templates” section and enter your
SharePoint Online sites, where you call your dox42 templates from. Please make sure to add a
Slash (/) in the end of the site URL. If you call templates from various SharePoint sites, please
add all of them. E.g. https://yourtenant.sharepoint.com/yoursite/

Each SharePoint site needs to be added with the App ID, Tenant ID and the generated Client
Secret value of the dox42 App registered in the Azure AD Admin Center (see chapter Error! R
eference source not found.). Don’t forget to click on Save & Deploy after each site you add to
the list.

Configure your trusted template locations. Click on “Add” in the “Trusted Template Locations”
sections of your settings page. Your templates have to be stored on SharePoint Online, hence
your trusted template location could be https://yourcompany.sharepoint.com/, or you could
also specify a specific SharePoint site. Don’t forget to click on Save & Deploy after every Trusted
Template Location you add.

Upload your Aspose (dox42 OEM Developer) license (not applicable for trial installations)

If you want to send emails via dox42 online, also add the email server, address and password at
the top section of the page. Again, don’t forget to click on Save & Deploy after you’ve added
the email configuration.
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doafi2 Online e B Sarvice 3 —_ Authentication Setfings &b ieboome Lisa
‘.:1:9&-1&":, 1-.; S o T | * E*

man”

Settings )

5 Last deployed: 05.07.2022 15:17:30 CUT (UTC)

E-mail address @

Password &

wans

SharePoint Online Sites for dox42 Templates @ da

Sharepoint Online Sites for dox42 Templates

Client
Sharepoint Online URL App 1D Tenant Key

Edit @ -Del https:/,/ | ll:hzrepcint com/Dynamics365/  b3ic b3b#| RN
0254 bad3|
0254 bad3

Trusted Template Locations

Location

Edit @ https:// (Il zrepcint.com

"tps‘,-',-_:uxil.or inef

Edit @ -D https://diilldeme.d-velop.cloud/

Aspose license upload (Aspose.Total.lic) @ Drop your file here

4
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4. Configure a SharePoint Data Source in the dox42 Add-In

4.1. Configure Azure AD in dox42 Datamap Designer (AAD impersonation)

The information from the AAD admin center (see Chapter 3) must be used for the AAD configuration of
the SharePoint data source in the dox42 Add-In.

Access the required data in the AAD Admin Center:

Azure Active Directory admin center

Dashboard

£4) Oashboard

i dox42 documentation =

= Al services

* FAVORITES Delete & Endpoints [ Preview festures
B Aczure Active Directory B Overvew A Essentials

& vses & Qquickstant

B enterprise applications o' Integration assistant | Preview

0 we wil no longer add sny new featur

re.Active Directory Authentication Library (ADAL} and Azure AD Graph. We will continue 1o peovide technical aupport and security updates but we wil na lenger provide feature
il need 10 be upgraded to Microsoft G

D Authenticaticn tication Library (MSAL) snd Microsoht G

Certificates & secrets
I Token conéigusation * A Essentials

S 491 permissions )
& Epoie a0 4P & P Display name

pose an 2 Y .
B Owners G o o dox42 documentation

Roles and adminsstrators | Preview o

W Mandest

ﬁ Application (client) ID
; 4c372e73-eabs-42f5- s @@

Support + Troubleshooting

& Troubleshooting Directory (tenant) ID
B New spportequest b3b67654-21fd-4d0c- 2 @)

Object ID
cbc38d13-ccbb-4e2¢- xxxx.

Azure Active Directory admin center

“ Dashboard > dox42 documentation

L Oz 5) dox42 documentation | Authentication  # X

= Al services

X FAVORITES. 2 Search (Ctrl+) « & save X pDiscard | < Got feedback?

% Azure Active Directory B overview &
a Platform configurations
Users & Quickstart

B coerorise anplications | ) Depending on the platform or device this application is targeting, additional configuration may be required such as
= prise 2pp #  Integration assistant | Preview redirect URls, specific authentication settings, o fields specific to the platform.

Manage + Adda platform

B Branding

< D Authentication - " Web Quistart Docsrf (il
Certificates & secrets Redirect URIs
Il Token configuration The URIs we will accept as estinations when returning authentication responses (tokens) after successfully authenticating users. Also referred to as reply URL. Learn

more about Redirect URIS and their restrictions g
2 API permissions

& Expose an AP https://dox42test dox42.online/ o ]E[

B owners Add URI
& Roles and administrators | Preview
B Manifest ~ Mobile and desktop applications Quikstart Docst (1]
Support + Troubleshooting cedirect UR
edire s

& Troubleshooting The URIs we will accept as destinations when returning authentication responses (tokens) after successfully authenticating users. Also referred to as reply URLs. Learn

more about Redirect URIs and their restrictionsc!

(] ttpsioginmi ine.comc horativecient ()

[J httes://login live com/ozuth20_deskiop.srf (ivespk) [y

& Newsupport request

[ msalcar2e73-eabs-4215-0064-6f7270891450: //auth (MSAL only} [

hitps://wnw YourOrg.com/ o @

Add URI
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You then have two options to configure AAD in the dox42 Add-In:

4.1.1. Option 1: Using an Excel config file filling in the information dynamically.

We recommend using this file to integrate all the information dynamically in your dox42 Add-In while
connecting to SharePoint Online using AAD. That saves a lot of time during the template design process
and avoids copy & pasting. Please make sure to encrypt your Client Secret with the dox42 Crypto Data
Source, before storing it there.

A template for this config file is included in your SharePoint app package. You find this
“Connection.xlsx” file in the SP_app_template folder.

Insert the information from your AAD Admin Center into the respective fields in the config-Excel file:

AutoSave (@ off) S Connectionxlsx ~ £ Search Norina Vogelsinger [NV FR - i X
File Home Insert Page Layout Formulas Data Review View Help dox42 Team 15 Share J Comments
Al ¥ S SharePoint_Site v

A B C D E F G H a
1 [sharePoint_site losssurL AzureTenant AAD, n_ID d-In Server_RedirectURL Server,
2 | https://YourOrg,sharepoint.com/ https://YourOrp.sharepoint.com/  b3b67654-21fd-ddlc-wox  4c372e73-eab8-42f5-x0cx  https:/fwww. YourOrg.com/ https://doxd2test.doxd 2. online/ -
3
4
5

We recommend encrypting your Client Key with the dox42 Crypto Data source.

Connect this config-Excel file with the Data Map Designer. Then you can insert the information
dynamically from the Excel data fields to the AAD configuration dialogue:

e Dulia Sowrims
0 a Q@ -
bt - S “ROOMOCON SHAsFont_Sees> .
ot Dutabane Exoel Data  WebSanvic Sharebont
wanetes  Difa Sow R Dot Sonr - w

Usorire T asswond

" Ofion 305 Azare Ackve Deectory

Office 3685 or Dynamecs 385 URL | <“wCormecton O38SURL S
Lists
Arue Teran! “SConnecton AnseT e i

Unse indeenad Fiebd Names

& Excel Data Source: Connection

Dt/ T Frelds i Local Time rstead ¢ 95012 Aad-s
g ) Anro AD Appitcation 1D «NComecson AAD Apphcaton 10%>
dond? Dats Felds
Reddoect URL «NCommecaon DeskiopApp Hedrect A0S in.»
L
+ @ Convecton Contant 1 dand Aos-rs

- SharePvid Sl

G2 Sarver

- ArsreTooml

Ao AD Appecason © SNComechon AAL Appeciton 10N
= AAD_Applicston ID I
= DesiopApp Redieedt Add-In Redenct URL “NCoNeaon Seover Hodwectiie S
- Server_RediiectUR Chend Koy e
- Server_dlentoy
Snow

Cansert W Jond2 Sarver

B oK X Cancel v o ~ Cancol

After completing the fields, do not forget to click on Consent for both the Add-in and Server. SharePoint
admin rights are required. This step can be skipped, if you clicked on “Grant Admin Consent” within the
AAD admin center already (see Chapter 3.1.5).
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4.1.2. Option 2: Using copy/paste

Paste the information from the AAD center into the respective fields within the AAD Configuration in the
Add-In:

Dvoky Somprees.
-
o . 4@

ot Dolabase  Excel Dot WebServcs ooy Meme Tast
Perametes  Datts Souioe Sowrte Dt Source| Data Sowrce [ Dats Souia

St Fifprs ¥ iour g s pond cos Empiryaos

Usarama aEawond a5 Apune Active [eciony T}
oo

Azure Active Directony Configuration

O JBS o Diyrenimics 385 URL  Wilps 0 ouniCieg shoieporn| aom
Lisk
A Toran! 1M P i B0 o
iz Add-ire
Agirn AD) Applscabon ID e M aah B no o
el
Views | Fodrec URL Nittpes s YOLPCHY Con o
Conssnt for 00m42 AdiHng
el St
Foldar e =
Azure AD Applcaton ID Ac3 130 T ieabi- 40850000
Fadrecd LIRH hifpa Mdoed Mest dowed 2 onlne o
Chand Kiry
Rasd Speal )
Mt Vakie| i
Congsn o 32 Sere
4 = it |7 o 0 ™ Cancel

Also, we recommend encrypting your Client Key with the dox42 Crypto Data source in this case. If you
have not clicked on “Grant Admin Consent” within the AAD admin center already (see Chapter 3.1.5),
please consent for both the Add-In and Server here.

4.2. Configure Azure AD with AAD Application User and Certificate

Sine dox42 Version 4.5. you can also connect to your SharePoint Online data sources with an application
user and a certificate, that has been added to Azure AD.

To configure, click on “Azure Active Directory Certificate” in the SharePoint data source, add your App ID
and Tenant ID and click on Import certificate. The certificate needs to be uploaded to your Azure AD app
registration beforehand and needs to be password protected.
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SharePoint X
Name: |AllCandidates ‘
Site ‘<%C0nnect\on70365,5\te%> ‘
AzureAD Application User with certificate » =
Usermarnme/Eassword Wiiiee 865 A2 ACIVENITECION d/ Azure Active Directory Certiﬁcate\l
Connect I‘
AzureAD Clientsecret or Certificate Configuration — O X
Lists Modem Emp\uyee[:oa :l
| AzureAD App ID: ‘<%Connectlonj)BGE,ServeriAADiApplD%> ‘
AzureAD Tenant ID: ‘<%CDnnectlonit}BGE,AzureTenanta> ‘ :l

[ Load attachments
Client Secret

["]Use Intemnal Field I
[] Date/Time Fields if Import certificate Remove certificate

Sasact Thumbprint: 1A4D457763531A413D796B0F75213B1AA23) E

Views Subject: O=Internet Widgits Pty Ltd, S=Some-State, C=AU
! | Valid from-to: 20.07.2022-11.03.2024 '

v
Folder:
—

4.3. Configure Input Parameters in the dox42 Add-In

The dox42 SharePoint App needs an input parameter to generate your documents, which must be
configured in the Add-In. You find one sample template in your SharePoint App Package folder:
SP_app_template

1. Please configure an Input Parameter and name it for example ItemID

x
Data Sources
\ ~ = Ay Fi - i
ﬁ a @ Q m = E:! $ CRM Data Source 7 SAP Data Source | 2 Filter/Sort B Bulk Letter & Edit
5] {3 o} €3 D365BC| NAV Table @) D365FO Report | 3 Group Calculator »up
Input Database  Excel Data WebService SharePoint ~ XML/JSON Word Data Crypto Data SQR Generator . - . ‘l Field Formatter
Parameter Data Source  Source  Data Source DataSource Data Source  Source Source €3 D365 BC | NAV Report ) D365FO Entity f Dynamic Field W Down
Configure Edit
Input Parameter X
9 Input Parameter: ltemID
@ Sharepoint: Test Input Parameter Name: temID) |
[% XML/JSON Data Source: JSON Comment: Please select your ltem
4 Excel Data Source: Connection
Input type: Text v
Default Value: [{fid"™ "1"}, {"id""2")]
["] Choose File
[[] choose Directory
[[]Password (***)
Insert Data Field IDs Default Sample
Lookup Link: ‘ ‘
SP_sample.dm Caption Lookup Link: ‘ ‘
v OK x Cancel
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For testing your documents easier with the dox42 Word Add-In enter a Default Value for example:

[{"id":"1"}, {"id":"2"}]

2. Add a XML/JSON data source and call it for example JSON. The JSON data Source parses the
ID, which is important for the SharePoint App:

e C(Click on Insert Data Field and select your created Input Parameter: ItemID

e Element:id

e Fields: Read Dropdown: Content; Data Field Name for Example ID

Data Map Designer
s
A -
27 SAP Data Source | 4 Filter/Sort O Bulk Lotter & et x

-
9 ] ﬂ e ‘ u EI;I::I! [ CRM Data Source.
@ (o] €3 D365 BC | NAV Table  {f) D365FOReport 3 Group Caleulator A up
»” Feld Formatter

Input  Database Excel Data WebService SharePoint  XML/JSON  Word Data Crypto Data SQR Generator y &
Parameter Data Source  Source  Deta Source Data Source DetaSource  Source Source €3 D365 BC | NAV Repart 4 DIGSFO Entity Jfox Dynamic Fiold & Down
Insert Configure Edit
X

XML/ISON Data Source

Name [ison Hilp Header
G——
URI umquon‘ GET | YhltemiD%>
Insert Data Field

. @ Input Parameter: ltemID
ik ] :
111 XML/JSON Data Source: JSO

1 urlz
| '3 rootelement: id H Usemame/Password
4@ Excel Data Source: Connection it
v ‘ Init frem XSDXML/JSONWSDL ‘

SharePoint MultiValue Field/Apps:

Fields:
Tag/Attnbute Name/XPath ﬁ:"" Fled

SP_sample.dm

of1 owords [} German (Germany) 55

3. Add your SharePoint Data Source and enter a query in your SharePoint Data Source: Filter
the ID with your previous created JSON.ID data field:
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Data Map Designer SharePoint Data Source X =J
Data Sources
- Name: [Test | )
o L @ 5 T
e site: [<%Connection SharePoint_Site%> | =] A up
Input Database  Excel Data WebService ShareP O tter =
Parameter Data Source  Source  Data Source Data Sol ‘ R —— I Offce 365 Azure Active Directory ‘ v b Down
Edit
Y . ‘ Connect |
< =% Sharepoint: Test
A site: <70 on.SharePoint_Site  Lists \EmPk’yee List V\ [Employes List ]
# list: Employee List
- proy’ [[]Use Intemal Field Names RootFolder: [Employee List ]
[ XML/JSON Data Source: JSON
] Date/Time Fields in Local Time (instead of UTC|
@@ Excel Data Source: Connection (o= e e 2 et )
Select
Views | Clk Query |
N — _—
SharePoint Query: Test X
DataField Ty Sort Filter Fiter Filter Field
ype Value
D umeric = - JSON.ID
. v v > v
SP_sample.dm
v oK X cancel
— — — p =

You can use the provided template to test if everything is set up correctly after you have entered your
AAD information and the site links in the excel connection file (see Chapter 4.1.1).

4.4.Integration of Multi Value Fields

To start the integration please connect to your SharePoint or Office 365 environment and select the
desired list/library that contains multi value fields. When integrating multi value fields you have two

options — values or xml.

www.dox42.com
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4.4.1. Integration of multi value fields using “values”

a. If you want all data from the multi value field to be inserted as one data field that adds up the
fields with a separator, please use the option Multi Value = “values” and type in your separator.

SharePoint Data Source X
Name: TestSharepoint ‘
Site: Inttps:/idox42test sharepoint.com/Do | |:|
| Usemame/Password || Office 365 Azure Active Directory | Q
| Connect ‘
Lists Norina_Sharing ~ | [Norina_Sharing |
[] Use Intemal Field Names Root Folder.  |Norina_Sharing |

[ "] Date/Time Fields in Local Time (instead of UTC)

Views ‘AlDocuments V‘ ‘ Query ‘

Folder. |Demo_Folder ‘

| Fields |

Read Special Fields
Multi Value: Separator: |:| ingle Value Lookup/Person/Group/Hyperlink:

[ ——

s

> Test |

v oK | K Cancel |

b. The multi value field “Color” will return the following when clicking on “Test”.

% TestSharepoint (1 records) - O X

Name Compliance# Title Color 1D Created
Document.docx 7| blue, green, yellow 14.01.202...
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c. Insert the multi value data field and generate the document.

File  Home Insert Design Layout Referend Mailing: Review View Develop Help dox42

P w=m BT3RO %A

Generate Data Insert Automate Dynamic  Reload Tutorials dox42.com Activate
Map Data Field Range Column Text Blocks
Data Automate Connect
b "2 | 1 > | 1 | 2 ' 3 4 | 5 |

Color

4.4.2. Integration of multi value fields using “xm

B @

File Home Insert Design Layout Referen: Mailing: Review View Develop Help dox42

= - :
- . 13 E1 > §
P T BMER O %W
Generate Data Insert Automate Dynamic  Reload Tutorials dox42.com Activate
Map Data Field Range Column Text Blocks
Data Automate Connect
L BN e L1 2 0 03 -0 4 .5 -

blue, green, yellow

I”

=]

a. If you want to have all data from the multi value fields to be separated into individual data fields

please select the option Multi Value = “xm

I”

SharePoint Data Source X
Name: ‘TestSharepDint |
Site: ‘ https://dox42test. sharepoint.com/Downloads/ ‘
Usemame/Password Office 365 Azure Active Directory -
Connect
Lists Norina_Sharing w |NonnafShanng
[] Use Intemal Field Names RootFolder.  |Norina_Sharing |
[ ] Date/Time Fields in Local Time (instead of UTC)
Select
Views All Documents b Query
[All Documents | [Recursive
Folder. |Demo_Folder \
Fields
Read Special Fields
& Mulii Value:  xml i > Single Value Lookup/Person/Group/Hyperlink: i
> Test
OK Fal Cancel

b. The multivalue field “MetaData_Test” will return the following when clicking on “Test”.

www.dox42.com
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f&é TestSharepoint (1 records) | — N

Name Compliance# Title Color KeyPoints  Testy”  Metadata_Test
<MetaData><Value><lLabel><[CDATA[Accounting]]></Label><TermGuid>e91f403d-d62e-443c-959a-f372cc3..

c. Add a new XML Data Source and select the multi value field using “Insert Data Field”. Initialize
the “SharePoint MultiValue Field” as “Managed Metadata”, “Lookup” or “Person Group”.

XML/JSON Data Source e
Name: ‘XML_Test | | Http Header ‘
URLXMLIJSON:  GET v | [<%TestSharePaint Metadata_Test%> |

| Insert Data Field | | Usemame/Password ‘

Init

@Pmntmmﬁvﬂlue Field/Apps:  Managed Metadata T Init from XSDXMLUSONMWSDL ‘

—
Element: Value ‘
Fields: Data Field
Read Tag/Attribute Name/XPath Name Complex Type
»  |SubEl_ v [Label Label ]
SubEl . v |TermGuid TermGuid ]
Wssld Wssld O
U

> Test | v oK KX Cancel |

d. Click on “Insert Data Field” in the dox42 Ribbon and insert the “Label” data field for managed
metadata from the XML Data Source. Then create an “Automated Range”, repeat for the XML
Data Source and generate the document.
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File Home Insert Design Layout Referent Mailing: Review View Develop Help dox42 & O File Home Insert Design Layout Referent Mailing: Review View Develop Help dox42 & [
=] =] », 3 b =] [D'T =] » #

P wi= T RO w2 A b B O3 B O %2

Generate Data Insert Automate Dynamic Reload Tutorials dox42.com Activate Generate Data Insert Automate Dynamic  Reload Tutorials dox42.com Activate
Map Data Field Range  Column Text Blocks Map Data Field Range Column Text Blocks
Data Automate Connect ~ Data Automate Connect ~
L R 120304005, . I S S R T P D S T R ISRt A
£ dox42 Data Fields ~ x £
Filter: J

~ ~
- @ TestSharepaint -
- v XML_Test -
- I oE=E b - Accounting Sales

dox42 Automate Range v X

Repeat for Data Source: XML_Test v

Condition

Insert Data Field Insert Operator ~ Insert Logic Operator ™
Save
Save as Text Block Link Text Block
Linked Textblock: Keep Linked

[+ Auto-select Remove v oK

Pagelof1 Owords [[} German (Austria) Dfecws B TEY B - ] + 100% I Pageiof1 2words [[}  German (Austria) ), Focus B - ] + 100%

4.4.3. Integration of choice fields using “xm

III

a. If you want to have all data from the choice fields to be separated into individual data fields
please select the option Multi Value = “xml”.
SharePoint Data Source X

Name: ‘Sharepomtf{:ho\ce |

Site: ‘https:f!dox42test.sha[epoint.comean\oadsf | El
| Username/Password | ‘ Office 365 Azure Active Directory ‘
| Connect ‘

Lists ‘NorinafShan'ng ~ | |Nonna_Shanng ‘
[] Use Intemal Field Names Root Folder:  |Norina_Sharing |
[ ] Date/Time Fields in Local Time (instead of UTC)

Select

Views ‘AI Documents R | ‘ Query ‘
|All Documents | [ ] Recursive
Folder: |Demo_Folder | ]

| Fields |

Read Special Fields

pu——
< Multi Value: xml i > Single Value Lookup/Person/Group/Hyperlink: i |
——

|® Test |
|\/ oK ‘ ‘K Cancel |

www.dox42.com
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b. The choice field “Color” will return the following when clicking on “Test”.

f&e Sharepoint_Choice (1 records) — O X
Name Compliance? Title Color D Created
» <Color><value><![CDATA[blue]]></alue><value><![CDATA[green]]> </value><value></[CDATA[yellow]]></value></Color> |6 14.01.202_|

c. Addanew XML Data Source and select the choice field using “Insert Data Field” and initialize the
“SharePoint MultiValue Field” as “Choice”.

XML/JSON Data Source p¢
Name: [XML_Choice | ‘ Hitp Header |
URLIXMLUSON: | GET ~ | [<%Sharepoint_Chaice Calor%> |
‘ Insert Data Field | ‘ Usemame/Password ‘
Init
SharePoint MultiValue Fisld/Apps: |Choice ~ ) Initfrom XSDXMLASONASDL ‘
—
—— —
Element: value |
Fields: . Data Field
Read Tag/Attribute Name/XPath Name Complex Type

Content Value

‘b Test | v oK | ‘K Cancel |

d. Click on “Insert Data Field” in the dox42 Ribbon and insert the “Value” data field for choice data
from the XML Data Source. Then create an “Automated Range”, repeat for the XML Data Source
and generate the document.
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File Home Insert Design Layout Referent Mailing: Review View Develop Help dox42 & & File Home Insert Design Layout Referenc Mailing: Review View Develop Help dox42 1B B
= -— = » y - —
o = X | Calibri (Body) “1 - = A
P B EAR B QO %W A fﬁrj“u,ab”zp =| ¥ 2] &
Generate = Data | Insert = Automate Dynamic Reload  Tutorials doxd2.com Activate Paste = = @ Paragraph  Styles  Editing = Dictate | Editor
Map Data Field Range Column Text Blocks v A~ Z A~ nrw AA e ¥ M v
Data Automate Connect A | Clipboard & Font [E] Voice Editor ~
' o
L2345 6~ . L (RS R S 2.0 03 400 05 6 T B9 10
: dox42 Data Fields -~ % £

o Filter: |

_ & TestSharepoint o

- ¢ Sharepoint_Choice -

- [ XML_Choice =

o == ummsch

blue

B dox42 Automate Range v X green
" Repeat for Data Source: XML_Choice > yellow

B Condition
.
- Insert Data Field Insert Operator: v Insert Logic Operator: i

- Save

- Save as Text Block Link Text Block
°

: Linked Textblock: Keep Linked
~
1 [] Auto-Select Remove oK
_ _ = . m lEl = = —

4.5. Integration of Single Value Lookup or Person/Group Fields

To start the integration please connect to your SharePoint or Office 365 environment and select the
desired library that contains single value lookup or person/group fields. When importing lookups you

have three options — values, id or xml.

www.dox42.com
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4.5.1. Integration of single value lookup or person/group fields using “values”
or llid"

a. InSingle Value Lookup/Person/Group you can select either “values” or “id” to be returned from
the SharePoint Data Source directly.

SharePoint Data Source X
Name: [sharepoint_Lookup ‘
Site: |https:/idox42test sharepoint com/Downloads/ | =]
| P— T B
‘ Connect ‘
Lists |Norina_Sharing ~ | [Nerina_sharing |
[[] Use Intemal Field Names Rool Folder | Norina_Sharing |

|:| Date/Time Fields in Local Time (instead of UTC)

Select
Views  [AID - | Query ‘
|AIIE‘ 1t ‘ [ Recursive
Folder: |Demo_Fo|der ‘ l:|
‘ Fields |

Read Special Fields

Multi Value: < Single Value Lookup/Person/Group/Hyperlink: >

‘b Test ‘

‘\/ oK | ‘x Cancel ‘

b. The lookup field “CreatedBy” will return the following “value” when clicking on “Test”.

%@ Sharepoint_Lookup (1 records) - O X
Name Compliance? Title Color KeyPoints 1D Created ,~~ CreatedBy ~~~, Modified
<Color=<v... 14.01.20 Norina Vogelsinger 14.01.202...
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File

CreatedBy

Home Insert Design Layout Referenc Mailing: Review View Develop Help dox42 1B 3 File Home Insert Design Layout Referen: Mailing: Review View Develop Help dox42 = 2
= », C = =1 =1 », [
P w= ) w2 3 b BT B MR VWA
Generate Data | Insert Automate Dynamic  Reload Tutorials dox42.com Activate Generate Data  Insert Automate Dynamic  Reload Tutorials dox42.com Activate
Map DataField =~ Range Column Text Blocks Map Data Field Range Column Text Blocks
Data Automate Connect A Data Automate Connect A~
o P 2 ] 4 5 6o L [ SRR -é‘ﬂ‘-wl‘\z‘ll-l"&‘\-S‘ 6 1

Norina Vogelsinger

4.5.2. Integration of single value lookup or person/group fields using “xml”

a. If you want to have both “value” and “id” from the lookup or person/group field please select
the option Single Value Lookup/Person/Group = “xm

SharePoint Data Source
Name: ‘SharepomtﬁLookup ‘
Site: [ttps /idox42test sharepoint com/Downloads/ | I:|
‘ Usemame/Password ‘ ‘ Office 365 Azure Active Direciory | Q
‘ Connect ‘
Lists ‘Norinaisharing b ‘ ‘Nonna_shanng ‘
[T Use Intemal Field Names Root Folder: | Norina_Sharing |
["] Date/Time Fields in Local Time (instead of UTC)
Select
Views  All Documents o Query |
[All Documents | [ Recursive
Folder [Demo_Folder | l:l
‘ Fislds |
Read Special Fields
Multi Value: Ggle Value Lookup/Person/Group/Hyperlink: ~ xml s
[ Test |
“/ OK ‘ |7< Cancel |

b. The lookup field “CreatedBy” will return the following “xml” when clicking on “Test”.

CreatedBy

<LookUpField><LookupValue><![CDATA[Norina Vogelsinger]]></LookupValue><Lookupld><[CDATA[129]]></Lookupld=></LookUpField>
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c. Addanew XML Data Source and select the lookup or person/group field clicking on “Insert Data
Field”. Then initialize the “SharePoint MultiValue Field” as “Lookup” or “Person/Group”.

XML/JISON Data Source X
Name: [XML_Lookup | ‘ Hitip Header |
URLXMLUJSON:  |GET v | [<%Sharepoini_Lookup CreatedBy%> |
| Insert Data Field ‘ ‘ Usermame/Password ‘
Init
—
SharePoint MultiValus Field/Apps:  Lookup <y Initfrom XSDXMLASONMWSDL ‘
Element: LookUpField ‘
Fields:
Read Tag/Atiribute Name/XPath 021 110 Complex Type
»  |SubEl_ | v | LookupValue Value ]
Lookupld Id ]

> Test [/ oK | |x Cancel

d. Click on “Insert Data Field” in the dox42 ribbon, insert the “Value” and “Id” data field from the
XML Data Source and generate the document

File Home Insert Design Layout Referenc Mailing: Review View Develop Help dox42 B 2 File Home Insert Design Layout Referenc Mailing: Review View Develop Help dox42 & ©

b B M E O uw A P B BOER O uw A

Generate Data Automate Dynamic  Reload Tutorials dox42.com Activate Generate Data  Insert Automate Dynamic  Reload Tutorials dox42.com Activate
Map | Range Column Text Blocks Map Data Field Range Column Text Blocks

Automate Connect A Automate Connect A

.

id Norina Vogelsinger 129
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5. Integrating the dox42 SharePoint App into SharePoint Online

5.1.Set-up of “SharePoint Online Client Extensibility Web Application Principal”

First, you will need to set up the “SharePoint Online Client Extensibility Web Application Principal”, if not
already existent. With the commands below you can log in and then add the app using PowerShell:

Connect-SPOService -Url "https://[Tenant]-admin.sharepoint.com"
Enable-SPOTenantServicePrincipal?

In order to execute the command above, a SharePoint Online PowerShell-Module is required. You can
test if it already exists by executing the following command:

Import-Module -Name Microsoft.Online.SharePoint.PowerShell

A red error message means the module does not exist and needs to be installed. With Windows 10 this
can be done using the following command:

Install-Module -Name Microsoft.Online.SharePoint.PowerShell -RequiredVersion 16.0.8212.0

Subsequently, log into your SharePoint Online admin tenant and activate the tenant service principal
with:

Connect-SPOService -Url "https://[Tenant]-admin.sharepoint.com"
Enable-SPOTenantServicePrincipal

By executing the command above “SharePoint Online Client Extensibility Web Application Principal” is
being added to App registrations in your Azure Active Directory admin center as you can see in the
screen capture below. This may take a few minutes.

1 https://docs.microsoft.com/en-us/powershell/module/sharepoint-online/enable-
spotenantserviceprincipal?view=sharepoint-ps
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Azure Active Directory admin center

« Dashboard > dox42 GmbH | App registrations

[E Dashboard g5" dox42 GmbH | App registrations
? azure Active Directory
i= all services
£ Search (Ctrl+/) |<< + New registration & Endpoints /2 Troubleshooting D Got feedback?
4 FAVORITES - -
X - o Welcome to the new and improved App registrations (now Generally Available). See what's new and learn m¢
B Azure Active Directory @ oveniew
:. Users # Getting started All applications Owned applications
HH 5 icati K Diagnose and solve problems
¥ Enterprise applications ¢ P L Start typing a name or Application ID to filter these results
Manage i
Display name
& uUsers
& Groups |

8l Organizational relationships
&l Roles and administrators
# Enterprise applications

O Devices

% App registrations

)

J  Identity Governance

B Application proxy i

5.2.Expose API for dox42 Online App

Next, you need to expose a new scope within your dox42 Online App in order to be available to select for
API permissions of “SharePoint Online Extensibility Web Application Principal”.

1.

2.

Go to App registrations > dox42 Online > Expose an API
Select Add a scope

If you have not set an Application ID URI, you will see a prompt to enter one. Enter your
application ID URI or use the one provided (in this format: https://dox42.com/fb04c99e-......) and
then select Save and continue. The Application ID URI must be globally unique.

When the Add a scope page appears, enter your scope's information:
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Edit a scope x

&l save X Discard [E Delste

Scope name * ()

user_imperso natior{/
‘ om/fbo4coSe - NG sc_impersonation

a

ho can consent? (%

P
l\ Admins and users

Admin consent display name * (D

l Access dox42 Online Test Johannes

~
[}

Admin consent description * ()

Allow the application to access dox42 Online Test Johannes on behalf of the signed-in
user.

User consent display name (O

Access dox42 Online Test Johannes

User consent description (D

Allow the application to access dox42 Online Test Johannes on your behalf.

State ()

(D oisabled )

5.3.Permissions of AAD App “SharePoint Online Extensibility Web Application
Principal” and Admin Consent

Permissions must be granted to Azure Active Directory App “SharePoint Online Extensibility Web
Application Principal” to access dox42 Online AAD Application.

To do so please follow these steps:

1. Open Microsoft 365 admin center and go to “Azure Active Directory”
(https://aad.portal.azure.com/)

2. Open “App registrations” and search for “SharePoint Online Extensibility Web Application
Principal”

3. Choose to manage the app and go to “API permissions” and click on “Add a new permission”
4. Search for your dox42 online tenant from “APls my organization uses” and select it
5. Go to “delegated permissions” and accordingly select permissions and click “Add permission”

6. Grant your organization with admin access to facilitate usage of the app:
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- SharePoint Online Client Extensibility Web Application Principal | API permissions 2 X

\p Search (Ctrl+/) ‘ « O Refresh

B overview . o
Configured permissions

& Quickstart Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. | ions and consent
Manage
_ -+ Add a permission Q Grant admin consent for dox42 GmbH
B Branding —
3 Authentication API / Permissions name Type Description Admin consentreq...  Status
Certificates & secrets “ dox42 Azuro Server (1)
1! Token configuration (preview) user_impersonaticn Delegated  Access TestADAL_WS - @ Granted for dox42 GmbH  «++
9= APl permissions v dox42 Online (1)
@ Expose an API user_impersonation Delegated  Access dox42 Online Test Johannes - @ Granted for dox42 GmbH =+«
¥ Owners “ Microsoft Graph (1)
& Roles and administrators (Previ.. openid Delegated  Sign users in - © Granted for dox42 GmbH ==+
il Manifest

Support + Troubleshooting

5.4.Upload Solution “dox42-cmd.sppkg” to SharePoint App-Catalog

To use dox42 SharePoint Online App on your sites, you need to upload the solution to your SharePoint
Online App-Catalog. To do so, you first need to create the App Catalog site collection (it may already be
existent). (instructions can be found here)

When the site collection App Catalog was created, go to Microsoft 365 admin center > Show all >
SharePoint > more features > Apps > App Catalog > Apps for SharePoint > Select New and browse for
dox-42-cmd.sppkg file, or drag the app into the library. To successfully upload the app you must have
Admin permissions for the Site Collection AppCatalog.

Apps for SharePoint o

@ Npw i Upload A O Share More Vv

All Apps Featured Apps  Unavailable Apps Find a fie 2
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v
Add a document

Apf Enablec
Choose a file Choose Files | dox-42-cmd.sppkg

To upload a new version of the app, simply
upload the new version (make sure it has the ~ e Y
same name as the existing app). verston Commerts

-27B94A

Make sure to mark “Add as new version to “
existing files”.

(<3

5.5.Add App to Site Collection

Within the site collection of your site select New > App and find “dox42 command extension” within
Apps from your organization. The app will be added by clicking on it. After the new button appears in
your lists please click on it once = A list called “dox42CommandBar Config” will be created afterwards.

Open “Site contents” to find the list. This needs to be done by a user with permissions to manage the
site. Within this list you will be able to configure dox42 calls.

To deploy updates, go to site contents, open the context menu of “dox42 command extension” and
select Details. The button “Get it” will be available whenever a new version was uploaded. Click on the
button for updating to a new version. This needs to be done for each site seperately. Updates have no
effect on already configured dox42 calls.

Employees » Add Apps ¢

dox4? command extension

Details

DESCRIPTION

i X X There is a new version of this app. Get it now.
There is no description available.

GET IT

SUPPORTED LANGUAGES

Deutsch (Deutschland), English {United States)
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5.6. Configure dox42 Actions in dox42CommandBar Config

You can configure dox42 calls within the list “dox42CommandBar Config”, which you can find in site
contents. It was created during deployment of the app. To configure a dox42 call, create a new item
filling in the following parameters.

Parameter Requirement  Effect

name

Title mandatory Name of action displayed in list or library

Active mandatory Yes/No — whether to be shown or not

List-Name mandatory Name of list/library in which actions will be shown

dox42 tenant mandatory Name of dox42 Online tenant, full name (FQDN) without protocol,

example: demo.dox42.online

Cliend-ID mandatory Client-ID (GUID) of AAD application for access to dox42 online
tenant
Operation mandatory Choose from GenerateDocument, GenerateSpreadSheet and

GenerateSlides according to the format of your template

Template mandatory Complete path of template location (only for GenerateDocument
and GenerateSlides)

Datamap optional Complete path of template location (only for
GenerateSpreadSheets)

Parameter optional Name of input parameter (without ‘InputParam.’) to which the
Element-ID element ID of selected items are given to in the DataMap for
example ltemID (Configure Input Parameters in the dox42 Add-In)

Query-String Optional Additional optional parameters/output actions to give to dox42
Server e.g.
ReturnAction.Format=pdf&ReturnAction.FileName=Document.pdf
(more info: dox42 Server Documentation)

Send by Post Optional Yes/No — whether to make the Server Call via POST instead of
GET. Adds the Lisa-ltem-IDs to the request body.

Configured calls will be available when clicking on the dox42 button above the list/library items or within
the context menu of an item.
5.7.Custom Button Name

Since dox42 SharePoint Online App Version (0.1.0.7915) you can rename the dox42 button that appears
in the command bar. This can be done via Site Contents > “dox42CommandBar Ul Settings”“ Add a new
Item with the title “Button Title”. In the “value” field write the name you want to assign to your buttons.
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6. Integrating dox42 into SharePoint On Premise with SharePoint

Designer

6.1.How to Call dox42 Using a Button in the List/Library Ribbon

()| hitp://demo3 doxd.com:280C O ~ & || B Employees - Thumbnails

- oEN
ok

75 @ demo3 [P dox42 Demoserver £ dox42 Gewinnspiel [f] CRM [ doxd2 Login [P neue doxd2 HP

BROWSE CUSTOM COMMANDS FILES | LBRARY

3 ~ Seitev Sicherheitv Extras v

W

£

RS218089\johannes ~

e ?

Q) sHare O

il

dox42
dox42Templates
Ads
Employees
Signatures

EmployeeContracts
Bemnhard Berater

Alana Heinza Alfred Bollinger

Documents
Recent

Site Contents

#' EDIT LINKS

Celina Bentley

New ploa New Edit Create PDF Employee list using liew Edit Share Download a Workflows Publish
Document . Document Folder Document dox42 perties Properties Copy
New Open & Check Out Share & Track Copies Workflows
Home ® new document or drag files here
SalesOrders Thumbnails Al Pictures ~ Slides
OrderConfirmations
O Name Picture Size  File Size Modified ImgType ERNAM Achievement  EMail

/

We have created a document locally that generates a list of all employees based on data from a
Microsoft SharePoint list. Our goal is to generate this document directly from SharePoint using a button

in the SharePoint list/library ribbon following these steps:

1.

Upload your document template and datamap to a SharePoint document library (e.g.

dox42Templates). Alternatively you can also put the document template and data map directly

on your dox42 Server in the file system.
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2. Create the REST link for the dox42 Return Action. Please make sure that you have installed the
dox42 Server properly and that the dox42 Server is allowed to read data from SharePoint. To
create the REST link please see the dox42 Server Documentation. (Hint: You can also create the
REST link using the dox42 Server Client and clicking the “REST URL” Button in the bottom right

corner.)
Test Config

daxd2Senviceld |hitp://YourServer.com:4242/doxd 2servics asmx [ Load Config |
DocTemplate/DetaMap: | hitp://YourShare Point.com: 8080/doxd 2 Templates/EmployeeList docx [ Save Config |
[ ServiceHeader Usemame: [ ‘

Password [ |
Operation: GenerateDocumert v

nputParamhame Value

ParamValue
FDF

Number Action Farameter

0 RetumAction ~ | Format

SpecialFormat.

REST URL

‘Server Documertation o v/ [FoF || OpenRetumedFie |

3. Open the list/library for which you want to create the button in SharePoint Designer.

4. The dox42 REST Call will be integrated using “Custom Actions”. In the “List Settings” ribbon click
on “Custom Action” > “View Ribbon”. The “Create Custom Action” dialog will open up.

H®S @0 A= http://demo3.dox42.com:8800 - SharePaint Designer ? - 0O %
LIST SETTING#
M 5 o It
= & B X =0 D X D A
E@ El |r | ¥ I = [ B EONNNNE - ) k e
List  List  Li Edit  Delete Rename  Edit Document Design Forms  Preview in Administration Saveas  Workflow
View Form Workdl olumns Template  in InfoPath Browser-  Web Page Template Associations
New Edit Adtions Manage A
Mavigation </ 1ipy Employees | 7 x
Site Objects ~ (4 ' - ¢ doxd2 Demo Playground b Lists and Libraries b Employees b [>Xx]
£% dox42 Demo Playground ~
— Use this page to view and manage settings for this list.
[ Lists and Libraries
& Workflows
Site Pages . . N
k| 9 List Information A Views 0@ Mew... &
(D site Assets
Content Types Key information about this list. Views display s data in prescribed orders and selections.
i Ssite Columns Name: Emplayees Name ~ Type ~ Default -
External Content Types Description: <click to enter text> TG All Pictures HTML
Data Sources [ Slides HTML
[ ] Web Address: /Emplayee/Forms/Taumbnails.aspx 1 Thumbnails HTML Yes
&% Site Groups List 10: {19A45F73-9227-4372-BCD2-3AEB9ASEC. .
B Subsites Last Modified: 14.08.2015 16:24
. Items: 4
Lists and Libraries ~
Lists ~ o
I — Customization A
I EmpioyeeCantracts
[T salesOrders Links to list customization tools,
[ Test Johannes1 o Edit list columns Forms Elvew.. »
[ Workflow Tasks B Permissions for this list
Forms are used to display and edit data contained within this list.
Document Libraries e
File Name - Type ~ Default
mAds . N
. Dacuments settings EgpispForm.aspx Display Yes
[ doxaZTemplates General settings for this list. aﬁj,t;mm‘asp, Edit Yes
mEmployees General Settings Euptoadasex Hew Yes
[ OrderConfirmations Display this list on the Quick Launch < >
) v

CTT e e e
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5. Inthe “Create Custom Action” dialog you can add a name and a description. In “Select the type
of action” select “Navigate to URL” and use the dox42 REST Link. You can also add a button
image URL in the “Advanced custom action options”.

Create Custom Action ?

MName:

Create PDF Employee list using doxd2

Description:

Based on the list data the document will be generated using doxd2,

Select the type of action

Custom Actions can be used to run a workflow, show an existing ferm, or navigate to
another Web page.

() Navigate to form:
/Employee/Forms/DispForm.aspx?ID={5electedltemld}

() Initiate workflow:

(®) Mavigate to URL:

http://yourserver.com:4242/doxd2RestService.ashx?Operation=General Browse

Advanced custom action options v

6. The Button will now show up in the SharePoint “Files” ribbon.
Security Advice

The best way to secure dox42 calls in SharePoint Online is to use dox42 Azure Active directory
integration.

Please note that without configuring AAD integration the SharePoint user login, authentication and
permissions are not used for the dox42 call as this REST call is simply a URL. If someone knows your
dox42 Server URL, templates, and input parameters, and has got permission to call the dox42 Server
he/she will be able to call this or a modified URL using any browser independently from SharePoint. So, if
your SharePoint list contains sensitive data, be careful!

A simple way to get more security is to add an additional input parameter to your data map to send
some kind of pass phrase. Check the pass phrase in your dox42 data map using a dynamic field and
throw an exception if not correct. You can even make the pass phrase dynamic using some JavaScript in
the dox42 REST link. This method is obviously not bulletproof but easy to realize and offers a reasonable
level of protection.

6.2.How to Call dox42 in the List/Library Context Menu

In this sample we are going to generate a PDF SharePoint list item using a dynamic REST Link based on
our selected list or library item. We are only going to use the dox42 ReturnAction.
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Pasition Special Agreement

Developer Your mobile may not be used 1

Sales Manager

Sales Manager Al travel fees in following area

« Europe
+ Alfrica

1. Create the REST Link for the dox42 Return Action. Please make sure that you have installed the
dox42 Server properly and that the dox42 Server is allowed to read data from SharePoint. To
create the REST Link please see the dox42 Server Documentation. (Hint: You can also create the
REST Link using the dox42 Server Client and clicking the “REST URL” Button in the bottom right

corner.)

b doxd2 Server TestClient

EmployeelD

x
Test Config

doxd2Serviceld: |hﬂps://YourSer\rer.com:4242fdox-12Semces.asrnx ‘ | Load Config |
DocTemplate/DataMap: |hﬂps://YourSenrer.com:4242fdox42Temp\ates)’EmployeeCommd.doc:x | l:l | Save Config |
[ ServiceHeader Uszemame: | |

Password: | |
Operation: GenerateDocument ~ |

InputParamMame Value

Number Action Parameter

ParamValue

Format FDF

Call Service

C

REST URL |

Server Documentation

oI

| Open Retumed File

2. Based on the static REST link in our sample we are going to make it dynamic for the context

menu link. The static link is:

https://yourserver.com:4242/dox42services.asmx?Operation=GenerateDocument&DocTemplate=https%3a%2%2fY

ourServer.com%3a4242%2fdox42Templates%2fEmployeeContract.docx&InputParam.EmployeelD=1&ReturnAction.

Format=PDF
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The input parameter “EmployeelD” needs to be dynamic based on the list item. We are going to use the
function {Itemld}, which gets the ID of the list item:

Overall the REST Link will look as follows:

https://yourserver.com:4242/dox42services.asmx?Operation=GenerateDocument&DocTemplate=https%3a%2f%2fY
ourServer.com%3a4242%2fdox42Templates%2fEmployeeContract.docx&InputParam.EmployeelD={Itemld}&Return
Action.Format=PDF

BTW: {ItemlId} is case sensitive, be sure to use the correct casing.

3. Open the list/library in SharePoint Designer.

4. The next step is to integrate the dynamic link into the SharePoint context menu. The dox42 REST
Call will be integrated using “Custom Actions”. In the “List Settings” ribbon click on “Custom
Action” > “List tem Menu”. The “Create Custom Action” dialog will open up.

=] - s hitp://demo3.dox42.com:8800 - SharePoint Designer 7 - 0 x
LIST SETTIN

TS El & 4

II ﬁ _)'/‘
an}
List List List Custom Edit  Delete Rename Edit Document Design Forms  Preview in Administration

Workflow

View Form Workfldy Action~ folumns Template  inlnfoPath-  Browser~ WebPage T < Associations
New Edit Actions Manage ~

MNavigation < [ Employees | 5\ x

Site Objects A (4) 1 - (§doxd2 Demo Playground b Lists and Libraries b Employees b (<]

¢} dox42 Demo Playground
[T Lists and Libraries

& Workflows

0 Site Pages

[2 site Assets

Content Types

Use this page to view and manage settings for this list.

List Information A Views M@ Mew... 4

Key information about this list. Views display list data in prescribed orders and selections.

i site Columns Name: Employees Mame v Type v Default -
[ External Content Types Desription: <click to enter text> @Al Pictures HTML
@ DstaSources @ slides HTML
L] Web Address: JEmployee/Forms/Thumbnails.aspx @ thumbnails HIML Yes
5=' Site Groups List 1Dz {19A45F73-9227-4372-BCD2-3AEBIA58C...
I, Subsites Last Modified: 14.08.2015 16:24
Items: 4
Lists and Libraries ~
Lists ~ -
Customization L]

[T salesOrders Links to list customization tools.

D 7est sohannest o Edit list columns Forms Elvew.. »
[ Warkflow Tasks B Permissions for this list
Forms are used to display and edit data contained within this list.
Document Libraries s
File Name - Type - Default
[hAds Settings * B
I Decuments EgpispForm.aspx Display Yes
[ doxd2Templates General settings for this list. th;am,‘asp‘ Edit Yes
mEmployees General Settings S uptoad.aspx Hew Ves

[ OrderConfirmations Display this list on the Quick Launch < >
! v

N

5. Inthe “Create Custom Action” dialog you can add a name and a description. In “Select the type
of action” select “Navigate to URL” and paste the dynamic dox42 REST link that we have created
earlier.
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Benutzerdefinierte Aktion erstellen

Namen und Beschreibung fiir die neue benutzerdefinierte Aktion eingeben

MName:

Preview Contract with dox42

Beschreibung:

Preview Contract with dox42

Aktionstyp auswahlen

Mithilfe benutzerdefinierter Akticnen kannen Workflows ausgefihrt und voerhandene
Formulare angezeigt sowie zu anderen Webseiten navigiert werden,

(O Zu Formular navigieren:
{Lists/EmployeeContracts/DispForm.aspe?|D={ltemld}
() Workflow initiieren:

@® Zu URL navigieren:

https:/YourServer.com:4242/dox42RestService.ashx?O peration=Ger Durchsuchen

W

Abbrechen

P
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6. The context menu will now have the option to “Preview Contract with dox42”.

6.3.How to Call dox42 from a SharePoint Workflow

You can call the dox42 WebService from a SharePoint Workflow.

Please be sure to use SharePoint 2013 Workflow Platform as you need the “call HTTP WebService

Action” which is not available in earlier versions.

1. Create a Workflow Variable e.g. “dox42Request”

2. Store the dox42 REST link to this Workflow Variable. You can use the String Builder to create

dynamic parts of the link e.g. input parameters.

3. Create a “call HTTP WebService Action” and use the Workflow Variable “dox42Request” as

WebService URL

Security Advice

To use a SharePoint Workflow with SharePoint on premises to call dox42 allows for a very simple but
effective security configuration. You can restrict the access to the dox42 WebService to the IP of your
SharePoint Server. That way your dox42 Server can only be called from your SharePoint Server, thus the

SharePoint user permissions are enforced.
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7. Support

In addition to this documentation, please refer to the following tutorial videos:

o dox42 Class of dox42 SharePoint App Configuration

#dox42class

of dox42 SharePoint App

Configuration

e dox42 Class of SharePoint Data Source — Advanced

#dox42class

of SharePoint Data

Source - Advanced B

Q
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Visit https://www.dox42.com/Resources to find more dox42 classes, video tutorials, up-coming

webinars, documentation and much more on dox42.

Should you have any questions, please do not hesitate to contact support@dox42.com. We are happy to

help you!

We wish you a successful implementation of dox42!
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